OEJIEPAJIBHASA CIIV)XKBA
10 TEXHUYECKOMY U SKCITOPTHOMY KOHTPOJIIO

YTBEPXJ/IEHbBI
3amectutenem nupekropa @CTIK Poccun
15 ¢eBpans 2008 r.

OCHOBHBIE MEPOITPUATHUA
1O OPTAHU3AIIMA U TEXHUYECKOMY OBECIIEYHEHHIO
BE3OITACHOCTH HEPCOHAJIBHBIX JIAHHBIX, OBPABATBIBAEMBbIX
B UHOOPMAIINOHHBIX CUCTEMAX ITEPCOHAJIBHBIX TAHHBIX

[Tpumeuanne: momeTka « st caykeOHoro noiap3oBanms» cHsiTa Pemmennem @CTIOK Poccun ot 11 Hos6pst 2009 T
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O003HaYCHHA U COKPALLCHHUS

ABC — aHTHBUpPYCHBIE CPEICTBA

BIIp — BpenoHoCHas nmporpamma

NCIIIx — nadopMallMOHHAsI CUCTEMA MEPCOHATBHBIX IAHHBIX
K3 — konTponupyemas 30Ha

MDD — MexKceTeEBOM IKpaH

H/IB — HenexknapupoBaHHBIE BO3MOXKHOCTH

HCJI — HecaHKIMOHMPOBAaHHBIN TOCTYI

I1/IH — nepcoHanbHbIE JaHHBIE

IIMB — nporpaMMHO-MaTeMaTUYECKOE BO3AEUCTBUE

I10 — nporpammHoe oOecrieueHue

II9BM — nepcoHanpHas 3JIEKTPOHHO-BBIYMCIIUTENbHASA MallIMHA
[I9MUH — no6oyHbI€ 37€KTPOMArHUTHBIE U3TYUYEHUS U HABOJKU
CA3 — cucrema aHanu3a 3alIMIIEHHOCTH

C3U — cpencTra 3amuThl UHGOPMAITUU

C3I1dn — cucrema (moJicucTeMa) 3alliuThl IEPCOHANBHBIX TAHHBIX
COB — cucrema oOHapyKeHHsI BTOPKEHUHN
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1. TepmuHbI 1 onpeae/ieHUs

B HacrosmeM JOKyYMEHTE HCHOJB3YIOTCS CIEAYIOIME TEPMUHBI M HX
OIIpEIEIICHMUS!

be3onacHOCT, MEPCOHANBHBIX [JAHHBIX — COCTOSIHUE 3alHUIIEHHOCTH
MEPCOHANBHBIX JAHHBIX, P KOTOPOM O0ECHEeYUBAIOTCAd UX KOH(UIECHUIUATBHOCTD,
JOCTYITHOCTb M LIEJOCTHOCTh MpHU UX 00paboTKe B HMH(POPMALMOHHBIX CHCTEMAaX
MIEPCOHAIBHBIX TAHHBIX.

BaokupoBaHue nmepcoHAJbHBIX JAHHBIX — BPEMEHHOE MpeKpalieHue coopa,
CUCTEMATH3allUH, HAKOIUICHMS, HCIOJIb30BAaHMS, PACIPOCTPAHEHUS IEPCOHAIBHBIX
JNAHHBIX, B TOM YUCJIE UX NIEPEAAYUH.

Bupyc (koMnbHOTEPHBIH, MPOrPAMMHBIN) — HUCIOJHIEMBIA ITPOTrPaMMHBIN
KOJA WM HWHTEpPHpPEeTUpPyEeMbld HAOOp HHCTPYKUUH, oOsajalomuid cBocTBaMU
HECAHKIIMOHUPOBAHHOI'O PACHPOCTPAHEHHUSI U camoBocHpou3BeneHus. Co3naHHbIE
nyOnuKaThl KOMIIBIOTEPHOIO BHpPYCa HE BCErja COBMAJAIOT C OPUTMHAJIOM, HO

COXpPAaHAIOT CIIOCOOHOCTD K I[ElJIBHCfIIHCMY PacnpoCTPAHCHUIO 151
CaMOBOCIIPOU3BCACHUTLO.
Bpeuonocnaﬂ nmporpamma — ImporpamMma, MpcaAHasHAYCHHAA PRI |

OCYIIECTBJICHUS HECAHKIIMOHUPOBAHHOTO JOCTyna U (Wiau) BO3JICUCTBUS Ha
NEePCOHAIBHBIC JTAHHBIC WM Pecypchl MHGOPMAIMOHHON CHUCTEMbI MEPCOHATBHBIX
JTAHHBIX.

BcnomorartesibHble TeXHUYECKHE CPeACTBA M CHCTEMbI — TEXHHYECKUE
CpEIICTBA M CHUCTEMBI, HE MIpeJIHAa3HAYCHHBIC NJIs mepeadyu, oOpaboTKU U XpaHEHUS
NEPCOHAIBHBIX JAHHBIX, YCTAHABINBAEMbIE COBMECTHO C TEXHUUYECKUMU CPEICTBAMU
U CUCTEeMaMH, IpeJaHa3HAYCHHBIMU 11 00pabOTKMU MEepPCOHAIBHBIX JTaHHBIX, WIH B
MOMEIIEHUSX, B KOTOPBIX YCTAaHOBJIEHBI HHPOPMALIMOHHBIE CUCTEMBI MEPCOHATBHBIX
JAHHBIX.

Hoctyn k uHpOpMANUM — BO3MOXXHOCTH TNOJy4YeHUs HHPOpPMAIUA U €€
UCITIOJIb30BAHMUS.

3amumaemass undopmanusi — wuHQOpMalUg, SBISIOMAACS MPEAMETOM
COOCTBEHHOCTH U TOJJIeKalias 3alliuTe B COOTBETCTBUU C TPEOOBAHUSIMU TIPABOBBIX
JTOKYMEHTOB MJIM TPeOOBAaHUSMHU, YCTAHABIUBAEMbIMU COOCTBEHHHUKOM MH(GOpPMAIUH.

Nnentuduxanusas — TNOpUCBOCHHUE CYOBEKTaM M OOBEKTaM  JOCTYyIIa
uneHTudukaropa u (WIM) CpaBHEHUE MIPEIBABIIEMOT0 WICHTU(UKATOPA C TICPEIHEM
MIPUCBOCHHBIX UICHTH(PUKATOPOB.

Nudopmanuonnasi cucrteMa NepCcOHAJBHBIX JaHHBIX — WH(MOpPMAIIMOHHAS
CUCTEMa, TPEACTaBIAIONMAs CO00M COBOKYMHOCTh TEPCOHANBHBIX JIAHHBIX,
comepkamuxcsi B 0a3e MaHHBIX, a Takke WH(HOPMAIMOHHBIX TEXHOJIOTUH U
TEXHUYECKUX  CPEJICTB, TMO3BOJAIONIMX  OCYIIECTBISTH  O0OpabOTKYy  TaKuxX
MEePCOHANBHBIX JAHHBIX C HCIOJb30BAaHUEM CPEJICTB aBTOMAaTU3AlMU WiIH 0e3
WCIIOJIb30BaHUS TAKUX CPEJICTB.

NudopmanmoHHble TEXHOJIOTMH — TMPOLECCHl, METOAbl MOHUCKa, cOopa,
XpaHeHus, 00paboOTKH, MPECTaBICHUS, PACTIPOCTPAHECHHSI WH(DOPMAIIUU U CTIOCOOBI
OCYIIECTBIICHUS TAKUX MPOIECCOB U METOJIOB.
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KonpuaeHunaabHOCTh NEPCOHANBHBIX [JAHHBIX — 0053aTeNbHOE IS
COOJIIOICHUSI OMEPATOPOM WJIM HWHBIM TOJYYUBIIMM JIOCTYI K TEPCOHAIbHBIM
JaHHBIM JIMLIOM TpeOOBaHME HE JOMYCKaThb MX pacHpoCTpaHeHHs 0e3 coryacus
CcyOBbeKTa MepCOHANBHBIX IAHHBIX WU HAJWYUS HUHOTO 3aKOHHOT'O OCHOBAHUSI.

KonTtponupyemasi 30Ha — IpOCTPaHCTBO (TEPPUTOPHS, 31aHHUE, YACTh 3AaHU,
MOMEIIEHKE), B KOTOPOM HCKIIFOUEHO HEKOHTPOJIMPYEMOe peObIBaHNE MOCTOPOHHUX
JIUII, @ TAK)KE TPAHCTIOPTHBIX, TEXHUUECKUX U MHBIX MaTepPHUAIBHBIX CPEICTB.

MeskcereBoii  IKpaH  —  JIOKQIbHOE  (OJHOKOMIIOHEHTHOE)  WIIH
(yHKIHMOHAIBHO-pacHpeeIeHHOE pPOrpaMMHOE (mporpaMMHO-amnmnapaTHoOE)
CpeACTBO (KOMIUIEKC), pean3ylolee KOHTPOJIb 3a WH(popMaluei, mocTynarwiiei B
WHOOPMAIIMOHHYIO CHUCTEMY IMEPCOHAIBHBIX MJaHHBIX W (WJIHM) BBIXOASIIEH U3
UH(OPMAIIMOHHOU CUCTEMBI.

HenexsiapupoBaHHble BO3MOKHOCTH — (DYHKIIMOHAJIBHBIE BO3MOXKHOCTH
CPEICTB BBIUYHCIMTEILHOW TEXHUKH M (MJIM) MIpOrpaMMHOrO OOCCICYCHHUs, He
OMHMCAHHbIE WJIM HE COOTBETCTBYIOIIME ONHUCAHHBIM B JIOKYMEHTAIIUU, TIPH
UCIIOJIb30BAaHUM  KOTOPBIX  BO3MOXKHO  HapylieHHe  KOH(HUICHIIMAIBHOCTH,
JOCTYITHOCTH MJIM L[EJIOCTHOCTH 00padaTbiBaeMoi nHpopmauu.

HecaHKUMOHUPOBAHHBIN JA0CTYN (HECAHKUMOHUPOBAHHBbIE [eliCTBUS) —
nocTyn K wuHOpManuu Wiud JedcTBHS C uHGOpMAIMEl, OCYIIECTBIsSEMbIE C
HapyIICHHUEM YCTAaHOBJIEHHBIX MpaB M (MJIM) MpaBU JIOCTyna K WH(pOpMaIMKU WU
JEUCTBHM C HEMl ¢ MPUMEHEHHEM IITATHBIX CPEJICTB MH(POPMAIIMOHHOM CUCTEMBI WU
CPEIICTB, AHAJOTHMYHBIX MM [0 CBOMM (YHKIIMOHAIBHOMY TIpEIHAa3HAYEHUIO W
TEXHUYECKUM XapaKTEPUCTUKAM.

O0padoTka mepcoHANBHBIX JaHHBIX — jcicTBUS  (omepaiuu) ¢
NEPCOHAJIBHBIMU  JIAHHBIMH, BKJIIOYas cOOp, CHUCTEMaTU3allMio, HaKOIUJICHHE,
XpaHeHue, yrouHeHue (0OHOBIICHHE, U3MEHEHNUE), UCIIOJIb30BaHUE, PACTIPOCTPAHEHHE
(B TOM umcrne mepenady), oOe3NMUMBAHME, OJIOKHMPOBAHWE, YHUUYTOXKECHUE
NEPCOHAIBHBIX JAHHBIX.

OnepaTop — rocy1apCTBEHHBIN OpraH, MyHUILUITAIBHBIA OpPTraH, IOpUANYECKOE
WM (PU3HYECKOE JIMIO, OpraHu3ylonue u (WIM) OCYIICCTBISIONINE OOpabOTKY
NEPCOHATBHBIX JIAHHBIX, a TAK)KE OMPEICNAIONINE eI U COJAepKaHue 00pabOTKH
NEPCOHAIBHBIX JJAHHBIX.

IlepexBat (MHopManmu) - HEMPaBOMEPHOE TMOJIyYeHHE HWHOOpPMAIUU C
MCITIOJIb30BAaHUEM TEXHUYECKOTO CPECTBA, OCYIIECTBISIONIETO OOHAPYIKEHUE, IPUEM
1 00pab0TKy MH()OPMATUBHBIX CUTHAJIOB.

IlepconanbHuble gaHHble — Jr00ass uwHOOpPMAIUs, OTHOCSIIAsCT K
OTPEJICTICHHOMY WJIM  OMpeJeIsieMOMYy Ha OCHOBaHMM TakoW uWHGOpMAaIH
duznueckoMy Uiy (CyObEKTy MEePCOHANBHBIX JAHHBIX), B TOM YHCIE €ro dhaMumus,
UMsI, OTYECTBO, JlaTa W MECTO pOXACHUS, aApec, CEeMEeilHoe, COIMaIbHOE,
UMYIIECTBEHHOE IMOJIOKEHUE, oOpa3oBaHue, mpodeccus, AOXOIbl, Jpyras
uHbopMaIms.

IHo6ounbIe 3JIEKTPOMATHUTHDbIE U3JIy4YeHU s " HABOJAKH —
AIIEKTPOMArHUTHBIC W3TYyYEHUS TEXHUYECKUX CPEICTB OO0pabOTKH 3aluiaeMon
nH(popMaIK, BOSHUKAIOUIME KaK TOOOYHOE SIBICHUE U BbI3BAHHBIC 3JIEKTPUUYECKUMU
CUTHaJaMH, JCHUCTBYIOIIMMHU B MX 3JEKTPUUYECKUX M MATHUTHBIX LEMSIX, a TaKXKe
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AJIEKTPOMArHUTHBIE HABOJKM JTHUX CHUTHAJIOB Ha TOKOMPOBOJISINHNE JIMHUH,
KOHCTPYKIIMH U 1IENY MUTAHUS.

[onb3oBatesb MHPOPMALMOHHOI CHCTEMbl NEPCOHAJBHBLIX JAHHBIX —
JUI0, Yy4yacTBywllee B  (PYHKIMOHUPOBAHMM  WH(POPMAIIMOHHOM  CUCTEMBI
MEePCOHAIBHBIX JIAHHBIX WUJIU UCIIOB3YIOINIEE PE3YJIbTaThl €€ PYHKIIMOHUPOBAHUSI.

IIpaBuia  pasrpaHuyeHduss  AOCTyma  —  COBOKYIIHOCTb  IIpaBWII,
perIaMeHTUPYIOIIUX MIpaBa A0CTYIA CyOBEKTOB AOCTYINA K 00bEKTaM JOCTYIIA.
IIporpaMMHasi 3aKjJIaJAKa — CKpPBITHO BHECEHHBIM B IPOIPaAMMHOE

obecrieueHre (PYHKIMOHAIBHBIA OOBEKT, KOTOPBIM MPHU OMNPEAETCHHBIX YCIOBUSIX
cnocobeH  o0ecrneyuTh HECAHKIMOHUPOBAHHOE MPOrpaMMHOE  BO3JEHCTBHUE.
[IporpamMmHas 3akiiajika MOXKeT ObITh peajnu30BaHa B BUJIE BPEIOHOCHON MPOTPaMMBI
WJIU TIPOTPaMMHOTO KOJ1a.

IIporpammuoe (mporpaMMHO-MaTeMaTHYECKOE) BO3/ICHCTBHE —
HECAHKIIMOHUPOBAHHOE  BO3JICHCTBME  HAa  pECypChl  aBTOMATHU3MPOBAHHOM
WH()OPMAIIMOHHONW CHUCTEMBI, OCYILECTBISIEMOE C HCIIOJIb30BAHHEM BPEIOHOCHBIX

IpOrpamMm.
Pecypc ungopManuoOHHOM CMCTEeMbI — UMEHOBAHHBIN AJIEMEHT CHUCTEMHOTO,
IIPUKJIAHOTO 158107 armnapaTHoro obOecrieueHus G YHKIIMOHUPOBAHUS

UH(OPMAIIMOHHOU CHCTEMBI.

CpencTtBa BBIYMCJANTENbHOI TEXHUKH — COBOKYIHOCTH IMPOTPAMMHBIX U
TEXHUYECKHUX DJIEMEHTOB CUCTEM OOpPa0OTKHU JIAaHHBIX, CITOCOOHBIX (DYHKIIMOHUPOBATH
CaMOCTOSTEIILHO WJIM B COCTaBE APYTHX CUCTEM.

CyOobekT goctyna (cy0ObeKT) — JIMIIO WM TMPOLECC, ICUCTBUS KOTOPOTO
perjiaMeHTUPYIOTCS TIPABWIIAMH pa3rpaHudeHUs JOCTYyIIa.

TexHuveckue cpeacrtsa HHPOPMAUUMOHHOM CHCTEMbI IEPCOHAJBHBIX
JAHHBIX — CPEJICTBA BBIYMCIUTENbHON TEXHUKU, HH(POPMAIIMOHHO-BBIYUCIUTEIbHbBIE
KOMIUIEKCHI M CETH, CpEACTBA M CHUCTEMBbl TMepelaud, npuemMa Hu 00padoTKH
NEPCOHATBHBIX JaHHBIX (CpENCTBA M CHUCTEMBI 3BYKO3aIllUMCH, 3BYKOYCHJICHUS,
3BYKOBOCTIPOM3BE/ICHUSI, MEPETOBOPHBIE W TEJIEBU3MOHHBIE YCTPOMCTBA, CpPENCTBA
W3TOTOBJICHUS, THUPAXKUPOBAHHUS JOKYMEHTOB W JIpyrMe€ TEXHUYECKHUE CpEJCTBa
00paboTKu pedeBoi, rpaduuecKoi, BUICO- U OYKBEHHO-IM(PPOBON HHpOpMAIIUN),
NporpaMMHBIE CPEICTBa (OTEPAIMOHHBIE CHCTEMBI, CHUCTEMBI YIIpaBieHUs Oa3zaMu
JAHHBIX | T.I1.), CPEJICTBA 3aIIUTH HHPOPMAITUH.

TexHnueckuii KaHajg yYTeYKHM HMHMOPMAUMM — COBOKYIHOCTb HOCHUTEIA
uHdopmaruu  (cpeactBa 00pabOTKH), (U3HUECKOW Cpeabl PAacpPOCTPAHCHUS
WHOOPMATUBHOTO CHUTHAJAa M CPEACTB, KOTOPBIMH JOOBIBACTCS 3alluIaeMas
uHbopmarms.

Yrpo3sl 6€30MaCHOCTH MEePCOHATBHBIX JAHHBIX — COBOKYITHOCTb YCIIOBHUI U
(GakToOpoB, CO3MAOMIMX OMACHOCTh HECAHKIMOHUPOBAHHOTO, B TOM  YHCIIE
CIIy4yallHOTO, JOCTYyNa K MEPCOHAJIbHBIM JIaHHBIM, PE3YJIbTATOM KOTOPOIO0 MOXKET
CTaTh YHHYTOXXEHUE, U3MEHEHHE, OJIOKMPOBAHUE, KOMUPOBAHUE, PACHPOCTPAHEHHE
MEPCOHAIBHBIX JAHHBIX, & TaK)K€ MHBIX HECAHKIMOHUPOBAHHBIX JCUCTBUA MpU UX
00paboTke B HHPOPMAIIMOHHOMN CUCTEME TIEPCOHATBHBIX JaHHBIX.

YHUUYTOKEeHNE MEPCOHATbHBIX JAHHBIX — JCHCTBUS, B PE3YIbTAaTE KOTOPBIX
HEBO3MOXHO  BOCCTAHOBUTH  COJIEp)KaHME  MEPCOHAIBHBIX  JIAaHHBIX B
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MH(OPMAIIMOHHOW CUCTEME NEPCOHAJIBHBIX JAHHBIX WMIM B pPE3yJbTaTe KOTOPBIX
YHUUTOXAIOTCA MAaTepUaIbHble HOCUTENH MEPCOHATbHBIX TAHHbIX.

Yreuka (3amuimaeMoi) HHEPOpPMALMM 10 TEXHHYECKMM KaHajlaM —
HEKOHTPOJUPYEMOE pPAaCHpOCTpaHEHUE HHPOPMALMK OT HOCUTENS 3allUIaeMOn
uHpopmaruu  4yepe3  (puU3MYECKYyl0  cpeay A0  TEXHUYECKOro  CpEeJICTBa,
OCYIIECTBIISIFOLIETO EPEXBAT UH(POPMALIUH.

Y1o/IHOMOYEHHOe OMepaTopoM JHIO — JIMIO, KOTOPOMY Ha OCHOBAaHHUHU
JIOTOBOpA omepaTop mopyyaer 00padboTKy MepCOHATBHBIX IaHHBIX.

HenocTHocTh MH(pOpPMAUMU — COCTOSHME HH(OpPMALUU, TPU KOTOPOM
OTCYTCTBYET JI000€ €€ H3MEHEHHE MO0 HM3MEHEHUE OCYIIECTBISAECTCA TOJIBKO
npelHaMEPEHHO CyObeKTaMU, UMEIOIIUMH Ha HETO MPaBo.
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2. O01Hue moJ10KeHU A

2.1. Hacrosmmii TOKyMeHT pa3paboTaH Ha ocHoBe denepanbHOro0 3aKOHA OT
27 nrons 2006 1. Ne 152-03 «O mnepcoHaldbHBIX JAHHBIX» U B COOTBETCTBUU C
«[TonoxxeHnem 00 obecrnieyeHHH O€30MAaCHOCTH NEPCOHANBHBIX JAHHBIX MPU HUX
00paboTke B MH(OPMALMOHHBIX CHUCTEMAaX MEPCOHAIBHBIX JAHHBIX», YTBEPKICHHBIM
nocraHoeneHueM IIpaButensctBa Poccuiickoit ®enepanyu ot 17 Hos6psa 2007 r.
Ne 781, ¢ 1enpl0 COBEPIIEHCTBOBAHUSI METOJAMYECKOTO OOECIECUYECHUS JIEATEIBHOCTH B
JaHHOW O0JIaCTH TOCYNAPCTBEHHBIX M MYHUIIMIIAIBHBIX OPraHOB, IOPHIMUYECKUX |
(U3NUECKUX  JUI, OPraHM3yIOUMX MW (WIM) OCYLIECTBISIIOIUX  00padOTKy
nepcoHanbHbIX NaHHbIX (I[11H), onpenenstonux uenu u coaepkanue odpadbotku [1/1xn
(omepaTopoB), a TaKXKE 3aKa3YMKOB M pa3pabOTUMKOB HWH()OPMALMOHHBIX CHCTEM
nepcoHanbHbIX faHHBIX (MCIIJJH) mpu pemieHMn wMH 3a7a4 10 OOECTICYCHHUIO
oe3omacHoctH [1/]H.

2.2. Obecnieuenue OezonacHoctu IIJln mpu wux o6paborke B WCIIAH
JOCTUTAETCS MyTeM UCKIIOUEHHUSI HECAHKIIMOHUPOBAHHOI'O, B TOM YHCJIE CIy4aiflHOrO,
JocTyna K TMEpPCOHANBHBIM JaHHBIM, PE3yJbTaTOM KOTOPOrO MOTYT CTaTh
YHUUTOKEHHE, W3MEHEHHEe, OJIOKMpOBAaHHUE, KOIHUPOBAaHUE, PACHPOCTPAHECHHE
NIePCOHANILHBIX JTAHHBIX, 4 TAK)KE WHBIC HECAHKIIMOHUPOBAHHBIC JICHCTBHS.

Mepomnpusitusi no obecnedenuto OeszonacHoctu [1/In dopmynupyrorcs B
3aBucumoctn oT kiacca MWCII[H, ompenensemMoro ¢ yd4eToM BO3MOXHOTO
BO3HUKHOBEHHUSI yIrpo3 0OE€30MacHOCTH >KM3HEHHO Ba)XHBIM HMHTEpecaMm JIMYHOCTH,
oO0IIIeCTBa U TOCYIapCTBa.

2.3. [lonoxeHuss HACTOAIIETO JNOKyMeHTa He pacmupoctpanstorcs Ha WCIIH,
oOpabatbiBatomue [1JIH, OTHeCceHHbIE B YCTAaHOBJICHHOM IMOPSAKE K CBEICHUSIM,
COCTaBIIIOIIMMH TOCYJapCTBEHHYIO TailHy. [lopsaok u cojepskaHue MepOonpUsTHIA
1o 3anuTe nHMOpPMAIK, COIepKaIIeil CBEJIEHUSs, COCTABISIONINE TOCYIapPCTBEHHYIO
TallHy, OIPEAeNAIOTCS B COOTBETCTBUU C HOPMATHUBHBIMU M METOJUYECKUMU
JOKYMEHTaMH B 00JIaCTH 3aIUTHl TOCYAapPCTBEHHON TAaMHBI.

2.4. Hacrosmmii ~ TOKyMEHT  SIBISIETCS. ~ METOJMYECKUM  JOKYMEHTOM,
OTIPENICNIAIONIMM MEPOTIPUATHS [0 OpraHu3alid M TEXHUYECKOMY OOECIICYECHHUIO
oe3omacuoctr [I/ln (He xpunTorpaduueckumMu MeTojgaMu) Tpu UX 00paboTke B
NCIIIH, B uHTEpEcax peleHus 3a/1a4.

NPOBEJICHNUS  MEPOINPHUSATUN,  HANpaBICHHBIX  HAa  TMPEJOTBpAICHUE
HECaHKIIMOHUPOBaHHOTO foctyna K [1/IH u (unm) nepenayu ux Juiiam, He UMEIOIIHM
mpaBa J0CTyNa K Takoh nHGOpMaIny;

CBOEBPEMEHHOTO oOHapy>KeHus dakToB HECAaHKIIMOHUPOBAHHOT O
nocryna (HCH) x TI[H;

HEeIONMYUICHUs] BO3JCHCTBUS Ha TEXHUYECKUE CPEACTBA aBTOMATHU3MPOBAHHOMN
obpabotku II/lH, B pe3ynbTaTe KOTOPOTO MOXKET OBITHh HApPyIIEHO WX
(bYHKITMOHUPOBAHWE;

BO3MOKHOCTH HE3aMEUIUTEIBHOTO BOCCTaHOBJICHUS 118,
MOAU(PUITUPOBAHHBIX WIIH YHUUITOXKEHHBIX BeiencTeue HCJI k HuMm;

HOCTOSTHHOTO KOHTPOJIS 32 00ecrieueHueM ypoBHs 3anuineHnoctu [1/1H.

Ob6ecneuenne Oe3onacHoctu [IJ[H ¢ ucmonp3oBaHWEM KpUNTOTpa)UIESCKUX
METOJIOB B HACTOSIIEM JOKYMEHTe He paccMmarpuBaeTcs. llopsgok opranuzanuu u
o0ecrniedeHusl yKa3aHHBIX pabOT OmpenenseTcs B COOTBETCTBHMM C HOPMATHBHBIMU
nokymentamu denepaibHoii ciyk0b1 Oe3onacHocTH Poccuiickoit @eneparuu.
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2.5. Hactosmuii JOKyMEHT MpUMEHseTcs JUisl obOecrneueHus O0e30macHOCTH
[1/11 npu ux o6padotke B UCII/IH cnenyromux BUAOB:

UCIIlH  rocynapCTBEHHBIX  OpPraHOB,  OpraHM3ylmMX U (WIM)
OCYIIECTBIISIIONUX OO0pabOTKY MEpPCOHATBHBIX JAHHBIX, a TaKXKe OMPEICIIIONIUX
LEeTU U cofiep:kaHre 0OpabOTKU MEPCOHATBHBIX TaHHBIX;

NCIIan MYHUIATIAIBHBIX OpraHoB, OpraHU3yIOIINX 151 (um)
OCYIIECTBIISIIONIUX O00pabOTKY MEpPCOHATBHBIX JAHHBIX, a TaKXKe OMPEICIISTIONIUX
LIEeTU U cofiepikaHre oOpaOOTKU MEePCOHATBHBIX TaHHBIX;

UCII[IH ropuandecKux Jull, OPraHU3YIOMUX U (WJU) OCYIIECTBISIOMINX
00paboTKy MEepCOHATBHBIX JAHHBIX, a TAKXKE OMPEACIAIONNX LEIu U COACpKaHue
00pabOTKU MEPCOHATBLHBIX TaHHBIX;

UCII[dn duzmyeckux Jul, OPraHU3YyWIUX U (WIM) OCYIIECTBISIONINX
00paboTKy TMEepCOHATBHBIX JAHHBIX, & TAKXKE OMPEACIIAIONIUX LETU U COJepKaHUE
00pabOTKH TIEPCOHATBHBIX JAHHBIX (32 MCKIIOUYCHUEM CJIy4daeB, KOTJa TMOCJICIHUE
UCTIOJIB3YIOT YKa3aHHBIC CUCTEMbI HCKITFOUUTEIBHO JJIs JUYHBIX U CEMEHHBIX HYXKT).

2.6. Pabote mo oOecmeuenuto OeszomacHoctu [I/IlH mpu ux o06paborke
B UCIIIn sBastorcs HeoThbemieMOW dYacTbio paboT mno cosznanuo MWCII/IH.
PesynbraToM 3THX pabOT JOKHO SBIATHCS CO3JJaHUE CHUCTEMBI (ITOJCHUCTEMBI)
3aIIMTHI TepcoHanbHbIX HaHHbIX MCII/IH.

2.7. lns obecrnieuenusi Oe3omacHoctu I1[IH mpu ux oOpabotrke B MCII[dH
OCYIIECTBIIICTCS 3alluTa pedueBod mHopmaruu U uHpopmaluu, oopadaTeiBaeMoi
TeXHUYECKUMHU CPEJCTBaMH, a TakKe HWHQOpMAIluU, TPEJICTABICHHOW B BHUJIC
MH(GOPMATUBHBIX DJIEKTPUUYECKUX CHUTHANOB, (PU3WYECKUX TOJEH, HOCUTENel Ha
OyMa)kHO#, MarHUTHOM, ONTHYECKOW M MHOW OCHOBE, B BHjJE HHGOPMAIMOHHBIX
MaccuBOB M 0a3 gaHHbIX B UCII/IH.

2.8. OCHOBHBIMU  MEPOIPHUATUSIMU IO OpraHU3allUd ¢ TEXHUYECKOMY
ooecneuenuto 6ezonacHoctu I11n B UCII/H siBsitoTCS

MEpPOIPUSATUSL N0 Opranu3anuu oodecreueHus: 6ezonacHoctu [1/[H, BItouas
knaccudukamuro UCI/H;

MEpPOIPUSATUSL TI0 TEXHHYEeCKoMy oOecrieueHnnto OezomacHoctu [/l mpu ux
obpadorke B UCII/IH, BKIIFOYAFOIIHE MEPOIIPUITHS IO Pa3MEIICHUIO, CIICITUATIBHOMY
000pYIOBaHHUIO, OXpaHE M OpPraHM3alUM pEeXUMa JOMyCKa B IOMEIICHUS, Te
BezieTcst pabora ¢ I1/[H, MeponpusiTha MO 3aKPHITHIO TEXHUYECKUX KAaHAIOB yTEUKU
II/IH npu ux oOpaboTke B MHGOPMALMOHHBIX CHCTEMaX, MEPOIPUITHS IO 3aIIHUTE
I1/TH OT HECAaHKIIMOHUPOBAHHOT'O JOCTYIIA U OMPEAEICHUIO MOPsIKa BIOOpA CPECTB
samutel [1/1x npu ux o6padoTtke B UCII/IH.

2.9. IIpu o6padorke II/lH B WMCIIJIH BO3MOXXHO BO3HHKHOBCHHE YIPO3
6e3onacHoctu [1/]H, BKITIOYAIONTUX COBOKYITHOCTh YCJIOBHM U ()aKTOPOB, CO3AAIONTUX
OMAacHOCTh HECAHKIIMOHUPOBAHHOI'O, B TOM YHCIIE ClTydailHoro, aocryna K [1/1H.

Mogens yrpo3 npuMmeHuTenbHO K KoHKpeTHoW MCIIIH pa3pabarwiBacTcs B
COOTBETCTBUM € «MeETOOUKOW OmNpeAesieHus aKTyallbHbIX Yyrpo3 0Oe30MacHOCTH
MEePCOHANBHBIX JIAaHHBIX TPU HX O00paboTKke B WHGOPMAIMOHHBIX CHCTEMaX
MEePCOHAIBHBIX JaHHBIX» Ha OcHOBe «ba3oBoil Mojenu yrpo3 0€30MacHOCTHU
MEPCOHANBHBIX JaHHBIX TpU HUX 00paboTke B WH(OOPMAIMOHHBIX CHUCTEMax
MEPCOHATBHBIX TAHHBIX.

BoisiBnenue u yder yrpo3 Oe3zonacHoctd IIJ[H B KOHKpPETHBIX YCIOBHUSX
COCTaBJISIIOT OCHOBY il IUIAHMPOBAHUSI W OCYILECTBJICHUS MEPONPUSTUH,
HampaBJIeHHBIX Ha o0ecnieuenne 6ezomacHocty [1JIH mpu ux odbpadorke B UCII/H.
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3. OCHOBHbIE MEPONPHUATHS 10 OPTAHU3ANMHU ofecnieyeHUus1 0e30IaCHOCTH
NEePCOHAJIBHBIX JAHHBIX

3.1. [Tox opranuzanueii odecneuenus 6e3onacHoctu [1/1x nmpu ux o6padboTke B
NCIIIx nonumaetcs GOpMUpPOBAHUE U peau3aliis COBOKYIMHOCTH COTJIACOBAHHBIX
Mo 1Ienu, 3ajgadaM, MECTy M BpPEMEHU OpPraHM3allUOHHBIX M TEXHUUYECKUX
MEpONPUSATUH, HAMpaBJICHHBIX HAa MHHUMU3AIUIO yiiepba OT BO3MOXKHOM
peanuzanuu yrpo3 6e3omacHoctu [1][H.

3.2. O0513aHHOCTH MO pealu3aluyd HEOOXOJUMBIX OpPraHU3ALMOHHBIX H
TEXHUYECKUX MEPONPUATUAN It 3alIUThI [I/ITH OT HEMpPaBOMEPHOTO WJIM CIIy4alHOTO
JOCTyNa K HUM, YHHUYTOXEHWs, W3MEHEHHUs, OJOKHPOBaHUS, KOMUPOBAHMUSI,
pacnpoctpanenuss II/IH, a Takke HHBIX HENPABOMEPHBIX JEHUCTBUM C HHUMHU,
BO3JIararoTCsl Ha OMepaTopa.

Jlnst pa3pabOTKM W OCYIIECTBICHUS MEPONPHUATUNA 1O OpraHu3alud U
obecrnieyennto 6e3omnacHocty I[1In npu ux o6padorke B MCII[AH omepaTtopom wuiu
YIOJHOMOYEHHBIM UM JIUIIOM JIOJDKHO Ha3HAYAThCsl CTPYKTYPHOE TMO/Apa3iesieHue Win
JOJDKHOCTHOE JUITO (pabOTHHUK), OTBETCTBEHHOE 3a obecrieueHue 6ezonacHoctu [1/1H.

3.3. Texuuyeckre U MPOTPpaMMHBIE CPEJCTBA, UCIIOIB3yeMbIe JJIsI 00paboTKU
I[I1n B MHCII[H, AOMXKHBI YyIOBIETBOPATh YCTAHOBJIEHHBIM B COOTBETCTBUH C
3aKoHOAaTeNbcTBOM Poccuiickoit denepanuu  TpeOoBaHUSIM, 00ECICUUBAIOIIAM
3aIUTy UHPOPMAITUH.

Cpenctsa 3amnuthl uapopmaruu, npumensembie B UCII/IH, B ycTaHOBIEHHOM
HOPSJIKE MPOXOIAT MPOUEAYPY OLEHKH COOTBETCTBHS, BKIIIOYAs CEPTUPHUKALUIO HA
COOTBETCTBHE TPEOOBAHUIM 10 0€30MACHOCTH MH(POPMAIIHH.

3.4. Obecnieuenne Oe3omacHocTu [1J[H ocyiecTBiIsieTCs] MyTeM BBITOJTHEHUS
KOMILJIEKCA OPTraHU3allMOHHBIX U TEXHUYECKUX MEPONPHUSITHI, pealn3yeMbIX B paMKax
CO3/1aBaeMOM CHCTeMbI (TIOJACHUCTEMbI) 3alUThl MepcoHANbHBIX AaHHBIX (C3I1/H).
Crpykrypa, coctaB 1 ocHoBHBIe (pyHKIMK C3IIJ{H onpenenstorcs UCXoAs M3 Kiacca
NCITAn. C3II[IH BKIOYAET OpraHU3alMOHHBIE MEpPbl M TEXHUYECKHE CpEICTBA
3aIMThl “HpOpMauK (B TOM YHCIIe Mu(poBabHBIE (KpUNTorpapuieckue) cCpencTra,
CpEICTBA MPENOTBPAILECHUS HECAHKIIMOHUPOBAHHOTO JIOCTYIA, YTeYKU HH(DOpMarmu
0 TEXHUYECKUM KaHajlaM, IPOrpaMMHO-TEXHUYECKUX BO3JIEUCTBUIN HA TEXHUYECKUE
cpenctBa oOpaboTku I1JIH), a Takke HCHONb3yeMble B MH(POPMAIIMOHHOW CHUCTEME
nH(OPMAIIMOHHBIE TEXHOJIOTHH.

3.5. Pexomenayrotcs cnenytoniue ctaauu coznanus C3I1/H:

IPEANPOSKTHAS CTaaus, BKIOUaromas nmpeamnpoektnoe oocienosanne UCII/IH,
pa3paboTKy TEXHHYECKOTO (4aCTHOTO TEXHHYECKOI0) 3a/IaHUsI Ha €€ CO3/IaHue,;

cTaausi TPOeKTHpoBaHUs (pa3paboTku mpoekToB) u peanusauuu WCIIIH,
BKutovatromast pazpadborky C3I1/Ju B cocrae UCII/H;

ctagusi BBoAa B AeiictBue C3II/IH, BKIOUaromias OMBITHYIO SKCIUTyaTallui0 U
MPUEMO-CIATOYHbIE WCIBITAHUS CPENICTB 3alIUThl MHPOpPMAIIMU, a TAKXKE OICHKY
cootBetcTBust UCII/IH TpeboBanusam 0e301macHOCTH HHPOPMAIIHH.

3.6. Ha npenmpoextHoii ctanuu o obcnenoanuio MCII/IH pexomenmyroTcs
CEeAYIOIINE MEPOTIPUSITHUS :

yCTaHaBiauBaeTcsa HeooxoaumocTb oopadotku I1/Jn B UCII/IH;
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onpexaensiercs nepeuens [1/1H, moanexamux 3amure ot HCI;

onpenensitorcsa  ycnoBuss pacnosioxkeHuss HMCIIIH OTHOCHUTENBHO TpaHUIL
KOHTpoJrpyeMoit 30HbI (K3);

onpenensatoTcs koHpurypamus u tonosioruss UCIIJIH B 11e10M U €€ OTIeTbHbBIX
KOMIIOHEHTOB, (u3N4ecKue, (PYHKIMOHAIBbHBIE W TEXHOJIOTHYECKUE CBSI3M Kak
BHYTPU OJTHX CHUCTEM, TaK M C JAPYTMUMH CHCTEMaMU pPa3IUYHOTO YPOBHS H
Ha3HAYCHUS,

OTIPENICNAIOTCS TEXHUYECKUE CpEJCTBA W CHUCTEMBI, MpeIAnojaracMbele K
ucrnoyib3oBaHuio B paspabateiBaemMort MCIIJIH, ycnoBus uX pacloyiOXKEHHS,
oOllleCUCTEMHbIE ¥ MPUKIAJAHBIE MPOTPAMMHBIE CpEJCTBA, UMEIOLIUECS U
npeajaraemMbie K pa3padoTKe;

onpenensaroTcs pexumbl 00padbotku [1JIn B UCII/IH B 11e710M U B OTACIBHBIX
KOMITOHEHTAX;

onpexaensiercs kinacc UCI/H;

YTOUHSETCSI CTENEHb y4acTUsl IOJDKHOCTHBIX Jinil B 00padotke [1/[H, xapakTep
WX B3aMMOJICHCTBUS MEXITY COOOM;

onpenensoTcs (yTOUHSAIOTCA) yrpo3bl OesomacHoctr [IJIH mpUMEHUTETBHO
K KOHKpeTHbIM ycioBusiM ¢yHkuuonupoanuss MCIIIa (pa3paborka dYacTHOM
MOJICJIH YTPO3).

3.7. Tlo pe3ynbTaTam IpearnpoOeKTHOr0 OOCIEAOBAHMS HA OCHOBE HACTOAIIETO
JOKyMEHTa ¢ ydeToM YycraHoBieHHoro kiacca HMCIIJIH 3amaroTcsi KOHKpETHBIE
TpeboBaHusa 1o oOecneueHuto Oe3omacHoctu I1J[H, BKiIOYaemble B TEXHUYECKOE
(dacTHOE TexHHUYecKoe) 3amanue Ha pazpadborky C3I1/H.

3.8. Texaudeckoe (4acTHOE TEXHHMYECKOE) 3amaHue Ha pa3paborky C3II/An
JOJKHO COAEPKATh:

obocHoBanue pazpadborku C3I1/1H;

UCXOJHbIC  JaHHbIe  co3maBaeMoit  (Momepuusupyemoir) HWCIIda B
TEXHUYECKOM, MPOTPaMMHOM, HH(POPMAIIMOHHOM M OPTaHU3aI[MOHHOM acCIeKTax;

kiacc UCII/H;

CCBUIKY Ha HOPMATHBHBIE JOKYMEHTBI, C YyY€TOM KOTOPBIX Oyner
paspabatsiBatbest C3I1[IH u npuauMatbes B akcruryatanuio UCII/H;

KOHKpETH3aIHIo MeporpusitTuii u TpedoBanuii k C3I1/1H;

NEpeUeHb MPEIOIaraéMbIX K MCIOJIb30BAHUIO CEPTUDHUIIMPOBAHHBIX CPEJICTB
3aIUThl HTHPOPMAIIUK;

000CHOBaHHME TIPOBEACHUS pa3pabOTOK COOCTBEHHBIX CPEJICTB 3aIlHUTHI
uHQOpMAIIM TIPU HEBO3MOXXHOCTH WM HEIEJIECOOOPa3HOCTH HCIIOIb30BaAHUS
MMEIOIIUXCS HA PHIHKE CePTUUIIUPOBAHHBIX CPEACTB 3aITUTHI HHPOPMAITUK;

COCTaB, COJIEpKaHWE W CPOKU TPOBEJEHUs PabOT MO dTamaMm pa3pabOTKu U
BHenpenust C3I1/IH.

3.9. B nensax nuddepeHnmpoBaHHOTO MOIX0a K 00€CIeueHUI0 0e30MacCHOCTH
II/la B 3aBHCcEMOCTH OT oOBbeMa oOpabarteiBaeMbIX I[I/[H m yrpo3 Oe3omacHOCTH
KU3HEHHO BaXXHBIM HHTEpEcaM JIMYHOCTH, obmectBa u rtocyaapctBa MCII/Ix
MOAPA3IAEIAIOTCS Ha CIEAYIONINE KIACCHI:
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kiace 1 (K1) — UCIIdH, ayig KOTOpBIX HapylIeHUE 3aJaHHON XapaKTepUCTUKHU
6e3onacHoctu I1/lH, 0oOpabaThiBaeMbIX B HUX, MOXET MPUBECTU K 3HAYUTEIIbHBIM
HEraTUBHBIM MOCIEACTBHUAM IS CYOBEKTOB EPCOHATBHBIX JAHHBIX;

kiace 2 (K2) — UCIIdH, Ay KOTOpbIX HapylIeHHE 33JaHHON XapaKTepUCTUKHU
o6e3zonacHoctu I1/[H, oOpabaTbiBaeMbIX B HHUX, MOXKET NPUBECTH K HETaTUBHBIM
MOCJIEICTBUSAM JIJIsl CyOBEKTOB MEPCOHANIbHBIX JIaHHBIX;

knacc 3 (K3) — UCIIIH, s KOTOphIX HAapyIIEHHUE 3aJaHHOW XapaKTEePUCTUKU
6e3onacHoctu I1JIH, 0OpabaTeiBaeMbIX B HUX, MOKET MPUBECTH K HE3HAUUTEIbHBIM
HEraTUBHBIM MOCJIEACTBUAM ISl CYOBEKTOB EPCOHATIBHBIX JAHHBIX;

knacc 4 (K4) — UCIIInH, nis KOTOphIX HAapyIIEHHE 3aJaHHOW XapaKTEePUCTUKU
o6e3onacHoctu [IJIH, oOpaOaThiBaeMbIX B HHUX, HE MPUBOJUT K HETaTUBHBIM
MOCIIEJICTBUSAM 7151 CyOBEKTOB MEPCOHANBHBIX JTAHHBIX.

Knaccuduxanus WCIIAH mnpoBoauTcs omneparopoM B COOTBETCTBHHM C
«ITopsimkom mpoBeAeHUs KiacCu(PpUKauu HHHOPMAIIMOHHBIX CUCTEM MEePCOHATbHBIX
NaHHbIX», yTBepxkAeHHbIM npukazom OCTIK Poccun, OCb Poccun u
Munungpopmcessizu Poccun ot 13 despais 2008 r. Ne 55/86/20.

3.10. Ha craguu npoextupoBanus u co3manus UCIIdu (C3I1/n) npoBoasTcs
CJIEIYIOIINE MEPOIIPHUSTHUSA

pa3paboTka 3aJaHus M TPOEKTa TNpOBeAeHUs paboT (B TOM UHCTE
CTPOUTEIIBHBIX M CTPOUTEIIBHO-MOHTaXHBIX) IO CO3/IaHUI0 (PCKOHCTPYKIIUH)
HCTIJIH B COOTBETCTBUU C TPEOOBAHUSIMU TEXHUYECKOTO (YACTHOTO TEXHUUYECKOTO)
3ajanus Ha paspadotky C3I1/1H;

BBIMIOJTHEHUE PAaOOT B COOTBETCTBHUH C MPOEKTHOMN JTOKYMEHTAIIUEH;

000CHOBaHME W 3aKyllka COBOKymHocTH ucmnoiib3yeMmbix B UCIIJIH cepuitno
BBIMTYCKAEMBIX TEXHUYECKUX CpPEICTB 00pabOTKHM, Teperadyd W  XpaHEeHHUs
uH(OpMaInH;

pa3paboTka MEpONpUITHH 10 3ammTe HWH(QOpPMaWK B COOTBETCTBUH C
NpEIbSBIIEMBIMUA TPEOOBAHUAMY;

o0OCHOBaHME M 3aKyllka COBOKYMHOCTH wucnoib3yembix B HCII/H
CepTUPUIIMPOBAHHBIX TEXHUYECKUX, MPOTPAMMHBIX M TMPOrPAMMHO-TEXHHYECKUX
CPEIICTB 3aIIUTHl HHGOPMAIIMH 1 UX YCTAHOBKA;

IpoBeJCHUE CepTHU(HUKAIMKA TI0 TpeOOBaHUAM O€30MacHOCTH HH(pOpMAIUU
TEXHUYECKUX, MPOrpaMMHBIX W MPOrPAaMMHO-TEXHHYECKHX CpPEICTB  3allUThI
uHpopMauu B ciaydae, KOIJa Ha pbIHKE OTCYTCTBYIOT  TpeOyemble
cepTuUIIMPOBaHHBIE CPENICTBA 3AIIUTHI HH(OpMAIUH,;

pa3paloTKa U peanu3alus pa3peliuTeIbHON CUCTEMBI TOCTYIIA MOJIb30BaTeNeh
Kk oOopabateiBaecmoit Ha MCIIn undopmariuy;

ONpeJeNIeHNE TMOAPA3ACICHNA W Ha3HAYEHHWE JIML, OTBETCTBEHHBIX 32
AKCIUTYaTallMI0 CPEACTB 3aIIUThl MH(OpMAIHH, ¢ UX OOYUEHHEM IO HaIPaBICHUIO
obecrieueHust 6e3onacHoctH 11/1H;

pa3zpaboTka dKkcruryatanmoHHo mokymentanuu Ha WCIIJlH w cpenctBa
3alUTHl HH(OPMALIMK, a TAKKE OPraHU3AIIMOHHO-PACTOPAIUTEIBHON TOKYMEHTAIMH
1o 3amure nHpopmanuu (IPUKa30B, UHCTPYKIMI U APYTUX TOKYMEHTOB);

BBITIOJIHEHUE JIPYTUX MEPOIPHUITUN, XapaKTepHbIX 11l KOHKpeTHbIX UCII/IH n
HarnpaBJieHHil o0ecnieueHus: 6ezomnacHoctu [1J[H.
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3.11. Ha cramuu BBoaa B aciictBue MCIT/In (C3I1/IH) ocyiiecTBiasOTCS:

BBINIOJIHEHUE TEHEpalluu TMaKeTa MNPUKIATHBIX MPOrpaMM B KOMILUIEKCE C
MPOrpaMMHBIMU CPEJICTBAMU 3aIIUThl UHPOPMAIUK;

OMBITHASI OJKCIUTyaTalusi CPEACTB 3allluThl WH(GOpPMAUM B KOMIUIEKCE C
JIPYTUMU TEXHHUYECKUMH M TPOTPAMMHBIMU CpPEJCTBAMH B LEJAX IMPOBEPKU HUX
pabotocnocobHocTH B coctaBe UCII/H;

IPUEMO-CAATOYHbIE  UCIBITAaHUS  CPEACTB  3allUThl  WHGOpPMAUM  T0
pe3yabTaTaM OINbITHON AKCIUTyaTalllH;

opraHuzaius oxpanbl W (¢usumyeckor 3amuThl nomemenuit MCII/IH,
HCKJIIOYAIOIINX HECAHKIIMOHUPOBAHHBIN JOCTYyN K TexHudeckum cpeacrsam UCII/H,
UX XUIIEHUE U HapylIeHne pab0oTOCIIOCOOHOCTH, XUIIIEHUE HOCUTENeH nHdopmaIuu;

orienka cootBercTBusi ICII/IH TpeboBanusam 6e3onacuoctu [1/1H.

Onenka coorBerctBust UCIIIH TpeOoBanusim 6e3onacHoctu [1/IH nmpoBoautcs
B BH/JIC!

st UCTIIa 1 u 2 xmaccoB — oOs3aTtenbHON cepTudukanuu (aTTecTaluu) mo
TpeOoBaHUsAM 0€30MacHOCTH UH(GOPMAIIUH;

o UCIIIIH 3 wiacca — JeKIapupOBaHUST COOTBETCTBHUS TPEeOOBAHUSAM
6e3omacHOCTH UH(POpMAIUH.

Hnsa WUCIIJn 4 xnacca OlLEHKa COOTBETCTBHUSI MPOBOJUTCS MO PEUICHUIO
omneparopa.

3.12. Ins UCIIJIH, HaxoasmIuxcsi B SKCIUTyaTalliy 10 BBEJICHHS B JICHCTBUE
®enepanbHoro 3akoHa ot 27 urons 2006 r. Ne 152-®3 «O nepcOHAIBHBIX TaHHBIX»,
JOJKEH OBITh MPETYCMOTPEH KOMIUIEKC MEpOINpUsiTUH MO0 UX JA0paboTke,
oOecrieunBaromuii  0e3omnacHocts IIJlH B cooTBeTcTBHM €  TpeOOBaHUSIMHU
OdenepanpbHOro 3akoHa «O TEpPCOHANBHBIX JaHHBIX» OT 27 uronsg 2006 roga
Ne 152-®3 u «Ilonoxxenuem 06 obecrieueHUU 0€30MACHOCTH MEPCOHAIBHBIX JAHHBIX
npu ux o0paboTke B HWHOOPMAIMOHHBIX CHCTEMax IEPCOHAIBHBIX JTAHHBIXY,
YTBEPKICHHBIM  TtocTaHoBIIeHWEM  [IpaButenscTtBa  Poccuiickont ~ depepanuun
ot 17 nosi6pst 2007 1. Ne 781, B cpok o 1 suBaps 2010 r.

3.13. Ins dpyuxumonupyrouux UCIIAu mopadotka (momepuusaius) C3I1x
JOJKHA MPOBOAUTHCA B CIIy4ae, €CIlu:

u3MeHwiIcs coctaB wid crpykrypa camod HWCIIJIlH wim TtexHuueckue
OCOOCHHOCTH €€ TIOCTPOCHHs (M3MEHHIICS COCTaB WJIM CTPYKTypa MPOTPAMMHOTO
oOecrniedeHus1, TeXHUIeCKuX cpenctB oopadotku [1/]H, Tormoorun UCTI/IH);

u3MeHuICs coctaB yrpo3 6e3onacHoctu [1J{a B UCIT/IH;

n3menwics kinacc UCIIJIH.

3.14.B  coorBeTrcTBHM ¢  ToNoXeHHsMH ~— DemepadbHOTO  3aKOHA
ot 8 aBrycta 2001 r. Ne 128 «O nuLeH3UPOBAaHUH OTIACIBHBIX BHJIOB JICSITCIHHOCTH
u TpeboBaHusiMu moctaHoBieHus I[lpaButenscTtBa Poccuiickoit @enepauun ot 16
aBrycta 2006 r. Ne 504 «O nuieH3upoBaHUU ESITENbHOCTH MO TEXHUYECKOW 3allUTe
KoH(puneHnuaneHoit mHbopmaruu» omeparopel  WCII[IlH npm mnpoBeneHuu
MeponpusaTaid 1o obOecrieueHnio  Oe3omacHoctd  IIJIH  (KoHUACHIMATBHOMN
uapopmarmmn) npu ux obpadorke B UCII[An 1,2 u 3 (pacmnpeneneHHble CUCTEMBI)
KJIaCCOB JIOJDKHBI TOJYYHUTh JIMIIEH3UI0 HA OCYIIECTBICHUE JAESTEIbHOCTH IO
TEXHUYECKOM 3a1uTe KOHPUACHIUATbHOW HH(POPMAILIUU B YCTAHOBJICHHOM TOPSIAKE.
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4. MeponpusiTusi 10 TEXHH4eCKOMY o0ecre4yeHUuI0 6e30NacHOCTH
NePCOHAJIBHBIX JAHHBIX IPU UX 00padoTKe
B HH()OPMALMOHHBIX CHCTEMAX NEPCOHAJBHBIX JaAHHBIX

4.1. B uHTepecax TexHHYecKoro obecnedeHus OezomacHoctu II[H mpu ux
o0pab6otke B UCII/IH B 3aBUCUMOCTH OT KJ1acca UHPOPMALIMOHHON CUCTEMBI JOJIKHBI
OBITh peaIM30BaHbI CIEAYIOLINE MEPOTIPUATHS .

meponpusaTus no 3amure ot HCJ[ n HenpaBoMepHbIx aercteuil k [1/IH npu nx
obpabotke B UCII/IH;

MEPOIPUATHUS 0 3alIUTe UHPOPMALIUU OT YTEUKU MO TEXHUYECKUM KaHaJIaM.

4.2. B coctaB meponpustuii o 3amure [1/n npu ux obpadotrke B UCII[IH oT
HCJI u HenpaBOMEpHBIX IEUCTBUI BXOJAT CIAEAYIOIIUE MEPONIPUATHSA

3amura ot HCJI npu onHOmosib3oBaTeIbeckoM pexkume oopadotku [1/1H;

3amura or HCJ] mpu MHoromosb3oBaTeabckoM pexume oOpadbotku [1/1n
U paBHBIX MpaBax JOCTYIa K HUM CYObEKTOB JOCTYIIA,

3amura or HCJ] mpu MHoromosb3zoBaTeabcKoM pexkume oOpabotku [1/1x
Y pa3HbIX MpaBax J0CTyNa,;

3ammuTa nHpopMaIuu npu MexxcetreBoM B3aumoaeiictsuu MCII/IH;

AHTUBHUPYCHAs 3aIUTA;

0OHapyXeHNE BTOPKEHUM.

Meponpusatus 1o 3amure [IJlH peanmu3yrorcs B paMKax IOACUCTEM:
yIpaBJI€HUsS JIOCTYNOM, pETHCTpallid W Yydera, OOecleueHus IeJIOCTHOCTH,
KpunTorpaduyecKoil 3aIuThl, aHTUBUPYCHOM 3aIIUTHI, 0OHAPY>KEHUS BTOPKEHHI.

Meponpustuss 1o oOHapyxeHuto BropxkeHudt B HCIIIH mpoBomsTcs B
COOTBETCTBHM C TPEOOBAHHUSIMHU HOPMATHUBHBIX JOKYMEHTOB (DenepasibHON CIyKObI
6e3omnacHoctu Poccuiickoit denepanun.

Kpome »storo, B HCII[IH momkeH NOpOBOAUTHCS KOHTPOJIL Ha HaIU4ue
HEJEKJIApUPOBAHHBIX BO3MOXHOCTEH B MPOrPaMMHOM M MPOTrpaMMHO-annapaTHOM
00ecCIleueHNr U aHaJIU3 3alIUIIIEHHOCTH CUCTEMHOT0 U MPUKIATHOTO MPOTPAMMHOTO
oOecrieyeHusl.

421 Ina UCIIIn 4 xmacca mepedyeHb Meponpusatuii mo 3amure [1/n
OTpeJieNsieTCs] OMEPaTopoM B 3aBUCUMOCTH OT yiiepda, KOTOPBI MOXKET OBbITh
HAHECEH BCJICJICTBUE HECAHKUIMOHWPOBAHHOTO WJIM HENMPEAHAMEPEHHOIO JOCTyHa K
I1/18n.

4.2.2. Ins UCI1/In 3 xiacca mpu OJHOIOJIB30BATEIHCKOM PEKUME 00paboTKH
[T/IH nOMKHBI MPOBOAUTHCA CIEAYIOIIAE MEPOIPUATHSA

a) B MOJCUCTEME YNIPABIEHUS JOCTYIIOM:

JIOJDKHBI  OCYIIECTBIISATBCSA MJCHTHU(PUKAUS U TMPOBEpKa MOJIMHHOCTH
CyOBEKTOB NOCTyma Tpu Bxoje B omepamuoHHyio cuctemy MCII[IH mo mapomro
YCIIOBHO-TIOCTOSIHHOTO JI€WCTBHSI, JUIMHOM HE MEHEEe HIECTH OYKBEHHO-LIM(POBBIX
CHUMBOJIOB;

npu Hanmuun noakmtodenuss MCIIJIH k cerssM oOmiero moJyib30BaHHs JOHKHO
MIPUMEHSTHCS MEKCETEBOE€ SKPAaHMPOBAHUE, NMPU KOTOPOM MekceTeBOoM 3kpan (MDO)
JOJDKeH O00ecreunBaTh MPUHATUE PEUICHUS MO (PUIBTpALUHU I KaXKIAOTO CETEBOTO
[IaKeTa HE3aBUCHMO, MJICHTU(PHUKAIMIO U ayTEeHTU(PHUKALMIO agMUHHUCTparopa MO npu
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€ro JIOKJIbHBIX 3alpocax Ha JOCTYI, BO3MOXHOCTb JUISl MICHTU(QHUKALMH U
ayTeHTHU(PUKALMKA TO0 UAECHTUPUKATOPY (KOAY) M MapoJII0 YCIOBHO-TIOCTOSHHOTO
NEUCTBUSI, perucTpanuio Bxoja (BbIX0oAa) aaMuHUcCTpatopa MO B cucremy (u3
cucTeMBbI) TMO00 3arpy3Kd U MHULMAINW3ALUN CUCTEMbI U €€ MPOrpaMMHOIO OCTAHOBA,
KOHTPOJIb IIEJIOCTHOCTH CBOEH MPOrpaMMHON U MH(OPMAITMOHHON YacTu, (PUIIBTPAIUIO
MAKETOB CITY>KEOHBIX MPOTOKOJIOB, CIY>KalUX JJIsl AMArHOCTUKHU U YIPaBJICHUsT paboTOM
CETEBbIX YCTPOMCTB, (UIBTPAIMIO C YYETOM BXOJHOTO M BBIXOJHOTO CETEBOIO
uHTepdeiica Kak CpeICTBO MPOBEPKU MOJTMHHOCTU CETEBBIX a/IpeCcOB, (PMIIBTPALIMIO C
YUYETOM JIIOOBIX 3HAYUMBIX IOJIEH CETEBBIX MAKETOB, BOCCTAHOBJIEHHE MOCie cOOEB U
OTKa30B 00OpYIOBAaHUS, BO3MOXHOCTh PErJaMEHTHOrO TECTHPOBAHUS pPeaTU3aliu
npaBwil (QUIbTpALKMKU, Tpolecca WACHTU(DUKALWU, AYyTeHTU(UKALMU W PETUCTPALUH
NEUCTBUM  agMUHUCTpaTopa MDD, KOHTpPOJIb IEJIOCTHOCTH MPOrPAMMHOM U
UHPOpMaLMOHHON yacTu M, BOCCTaHOBJIEHHUS TIOCIIE COOEB U OTKA30B;

JI0JI’KHA TIPOBOAUTHCS MACHTUPUKALIMS U ayTeHTU(UKAUs CYObEKTOB 10CTyNa
OpyU BXOJE€ B CPEACTBO 3aIUTBl OT MPOrPAMMHO-MATEMATHYECKHUX BO3AEHCTBUI
(IIMB) u niepes BIMOJHEHHEM UMM JFOOBIX OMEPAIMiA MO YIPABICHUIO (YHKIIUIMU
cpenctea 3amuTsl oT [IMB no maponto (Miau ¢ UCMONb30BaHUEM MHOTO MEXaHH3Ma
ayTeHTU(UKALMK) YCIOBHO-TIOCTOSSHHOTO JCHCTBUS JJIMHOW HE MEHEee NIECTH
OYKBEHHO-IIU(PPOBHIX CUMBOJIOB;

Ar00bIe AEUCTBUS CYOBEKTOB JOCTYIA MO YIPaBICHUIO (YHKIUSMU CPEIICTBA
3amuThl OT [IMB [0MKHBI BBINOJHATECA TOJIBKO MOCJIE MPOBEACHUS €0 yCIEIIHON
ayTeHTU(UKauuu;

JOJKHBI OBITh TPEIYCMOTPEHBI MEXAaHU3MbI OJOKMPOBAaHMS JIOCTYyNa K
cpeacTBaM 3auuThl oT [IMB 1ipu BBIIIOTHEHWH YCTAaHABIMBAEMOIO YHCIIa HEYJAUYHbIX
NOMNBITOK BBOJIA MAPOJIS;

JIOJKHA TIPOBOAMUTHCS HUACHTHPUKaLMsS (PaiiaoB, KaTalloroB, MPOTrPaMMHBIX
MOJIyJIEW, BHEIITHUX YCTPOMCTB, UCTIOJIB3YEMBIX CpeACTBA 3aUThl OT [IMB;

0) B MOJCUCTEME PETUCTPALINH U YUeTa:

JIOJIKHA OCYIIECTBISATHCS PErHcTpanus Bxojaa (BbIXxoaa) CyObeKTa JIOCTyma B
cucteMy (W3 CHCTeMBI) JMOO perucTpamusi 3arpy3kd H WHUIUAIU3ALIUN
ONEPALMOHHON CHUCTEMBI U €€ MPOrPaMMHOIO OCTaHOBAa. Peructpamusi BbIXoJda H3
CUCTEMbl WJIM OCTAHOBA HE NPOBOJMUTCS B MOMEHTHI AlMapaTypHOrO OTKIIOYEHUS
NCIIx. B mapameTpax peructpaluy yKa3blBalOTCS JaTa U BpeMsi BXxoja (BbIXOAA)
CyOBEeKTa JOCTyIa B CUCTEMY (M3 CUCTEMBI) WM 3arpy3KH (OCTaHOBA) CUCTEMBI;

JOJDKEH TPOBOAMTHCS YYET BCEX 3allUIIAeMbIX HOCHTENeH HHpopMauuu ¢
MIOMOIIBI0 HUX K000 MAapKHUPOBKM U C 3aHECEHHUEM YYETHBIX [TaHHBIX B YKypHAI
(Y4eTHyI0 KapTOUKY);

JOJDKHA TPOBOAMTHCS perucTpanusi Bxoaa (BbIXOJa) CYOBEKTOB JOCTyNa B
cpeactBo 3ammTel oT [IMB, peructpaums 3arpy3kd W HWHULMAIU3ALUA 3TOTO
CpPEACTBA M €€ IPOrpaMMHOI0 OCTaHOBA. B mapamerpax perucrpanuy yKa3blBaeTCs
BpeMs | JaTa Bxojia (BbIX0ja) CyOBeKTa JOCTyIa B CPEACTBO 3amuThl oT [IMB wim
3arpy3ku (OCTaHOBA) ATOTO CPEJCTBA, a TAKXKE HUACHTU(PUKATOP CyOBEKTa JOCTYyIa,
VHHUIMHAPOBABIIETO JaHHbIEC ICHCTBUS,

JIOJI>KHA MPOBOAUTHCS perucTpanusi coObITU mpoBepku U oOHapyxenus [IMB.
B mapamerpax peructpauuu yKa3blBalOTCS BpeMsi W JaTa MPOBEPKH HIIH
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oOHapyxenus [IMB, wunentudgukarop cyObekTa A0cTyna, HWHHULHUAPOBABUIETO
JAQHHBIE [JEWCTBUs, XapaKTep BBIIOJHAEMBIX JEUCTBUM [0 IIPOBEpPKE, THII
oOHapykeHHO# BpenoHocHoi mnporpammbl (BIIp), pesymbrar meWicTBuil cpenctBa
3aIuThl Mo OsokupoBanuto [IMB;

JOJIKHA TPOBOJUTHCA PETUCTPALMST COOBITUM IO BHEIPEHUIO B CPEACTBO
3amuTel oT [IMB nmakeToB oOHOBiIeHU. B mapameTrpax perucrpauuu yKa3blBarOTCs
BpeMsi U JaTa OOHOBJIEHUS, UJECHTU(UKATOP CYObEKTa NOCTYIa, MHUIIMUPOBABILETO
JaHHOE JIEWCTBUE, BEPCUS U KOHTPOJIbHAs CyMMa akeTa OOHOBIICHHUS,

JOJDKHA TPOBOJIUTHCSI PETUCTpaliysi COOBITHI 3amycka (3aBepiieHusi) paboThl
Moaynen cpencrsa 3amurtel or IIMB. B mapamerpax peructpanuu ykas3bIBaHOTCs
BpeMss M Jarta 3amycka (3aBepiicHHs)) pa0OThl, HICHTH(OUKATOP MOMIYJIS,
UACHTUPUKATOP CYObEKTa JOCTYIA, MHULMUPOBABLIETO JAHHOE JIHCTBHE, pe3ysIbTaT
3amycka (3aBepiieHHs) padoThI;

JIOJI’KHA MPOBOJUTHCS PETUCTPallds COOBITUH yrpaBlieHUs CyOBbEKTOM JOCTyNa
¢ynkuusMu cpeactsa 3amuthl oT [IMB. B mapamerpax perucrpanuu yka3blBaroTCs
BpeMsi W JaTa COOBITHS YNpaBieHUs Kaxaoh (QyHKUMEH, WACHTUPUKATOP W
cnerudukanus GyHKUUUA, UASHTUPUKATOP CyOBEKTa IOCTYIa, WHUIMHUPOBABIIETO
JAHHOE JICHCTBHE, PE3YyJIbTAT ICUCTBUS;

JIOJI’KHA TIPOBOAUTHCS PETUCTPAIUsl COOBITUH MOMBITOK JOCTYIA MPOTrPaMMHBIX
CpeICTB K MoayJisiM cpeactBa 3amuThl oT [IMB win crienuanbsHbIM JTOByIHIKaMm. B
napaMeTrpax perucTpaluy yKas3blBAalOTCS BpeMsl M Jara IMONBITKM JOCTYIA,
UACHTU(PUKATOP MOAYJS, HIEeHTU(DUKATOp UM crenudukanus MOIYIs CpeAcTBa
3anutel oT [IMB (crienuanbHOM JIOBYIIKH), pe3yIbTaT HOMBITKA JOCTYIIA;

JI0JI’KHA MPOBOJIUTHCA PETUCTpAIIUs COOBITUN OTKATa JJIS CPEICTBA 3aIUTHI OT
[IMB. B mapameTrpax peructpainuu yKa3bIBalOTCS BpeMsl U JlaTa COOBITHS OTKaTa,
cneruduUKanus  AeHMCTBUH  oTKaTa, uaeHTU(dUKaTOp  CyOBeKTa  JOCTYyIa,
VHULIMMPOBABLIETO JAHHOE JIEMCTBUE, PE3YJIbTAT ACHUCTBUS,

JAHHBIE PErUCTPAllMU JOJDKHBI OBITh 3aAlUIICHBI OT MX YHHUYTOXKCHHS HIIU
MOIU(UKALUN HAPYITUTEIEM;

JIOJIKHBI OBITH PEAIM30BaHbl MEXaHU3MbI COXPAHEHUS TAHHBIX PETHCTPALUU B
CJIy4ae COKpAIlEeHUsI OTBEACHHBIX I10J] HUX PECYPCOB;

JOJKHBI OBITH pPEaTU30BaHbl MEXaHU3MBI IMPOCMOTpPAa M aHAJIM3a JIaHHBIX
perucTpanuu U uxX GuIbTpanuu mo 3aJaHHOMY HaOOpy MapamMeTpoB;

JIOJIKEH TPOBOJUTHCS aBTOMATHUECKHI HETPEPHIBHBI MOHUTOPUHT COOBITHH,
KOTOpPBbIE MOTYT SIBISITbCA pUUrHON peanuzanuu [IMB (co3nanue, pegakTupoBaHue,
3aInCh, KOMITIISAIUS 00BEKTOB, KOTOPBIE MOTYT conepkath BIIp).

JOJKEH OBITh peajn30BaH MEXaHM3M aBTOMATHYECKOTO aHaln3a JaHHBIX
perucTparuu 1o mabjioHaM THMNOBBIX mposeieHui [IMB ¢ aBTOMatmdeckum ux
OJIOKUPOBAaHUEM M YBEJOMJICHUEM aIMUHUCTpaTOpa 0€30MacHOCTH;

B) B IIOJICHCTEME 00€CIEUEHNs LIETOCTHOCTH:

J0JDKHa OBITh OOecreyeHa IEeOCTHOCTh MPOTPAMMHBIX CPEACTB 3alllUThl B
coctae C3IIJlH, a Takke HEU3MEHHOCTb MporpaMmMHON cpeasl. [lpu 3TOM
LIEJIOCTHOCTh CPEJICTB 3aLIUTHl MPOBEPSAETCS NPHU 3arpy3Ke CUCTEMBI 10 HAJIUYHIO
nMmeH (naeHtudukatopoB) komnoHeHToB C3II/{H, ET0CTHOCTh TPOTPAMMHOM CPEIBI
obecneunBaercsa orcyrctBrueM B UCII/IH cpencts pa3pabOTKu U OTIAAKU MPOTPaMM;
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JOJDKHA — ocymlecTBiATbes  ¢u3nueckas oxpana MWCIIJIn  (yctpoiicTB
1 HOcuTeNel nHpopmanum), mpeaycMaTprBaroias KOHTPOJIb JOCTYIa B MOMEIIEHUs
NCII/In IIOCTOPOHHUX  JIHII, HaJIn4ue HAJCKHBIX  NPEMATCTBUU Jinic: |
HECAHKIMOHUPOBAHHOTO MNpPOHMKHOBeHHs B mnomemenus HCI[[IH n xpanwiuiue
HocHTelNel nHpopmauu;

JOJKHO TPOBOAMTHCS nepuoaundeckoe tectupoBanue ¢ynkuuid C3IIIH npu
M3MEHEHUH ITporpaMMHON cpenbl 1 nepconana MCIIIH ¢ moMoIbio TeCT-IpOorpamm,
nmutHpyromux nonsitku HC/;

JNOJKHBI  ObITh B Halmuuuu  cpeactBa  BoccraHoBieHuss — C3I1JIH,
IIpEAYyCMaTPUBAIOIINE BEJICHHE JBYX KONUM MPOTPaMMHBIX CPEACTB 3alIUTHI
UH(OpPMALIMH, UX MIEPUOANYECKOE OOHOBIIEHNE U KOHTPOJIb pa00TOCTIOCOOHOCTH;

NOJKHA TPOBOAMUTHCA IMPOBEPKA LEJIOCTHOCTH MOIYJIEH CPEACTBA 3AILMUTHI
or [IMB, HeoOXOOUMBIX [JIsi €ro KOPPEeKTHOro (PYHKIMOHUPOBAHMS, IMPU €ro
3arpy3Ke ¢ UCIMOJIb30BAHUEM KOHTPOJIBHBIX CYMM;

JOJIKHBI OBITH OOECIIeYeHa BO3MOYKHOCTh BOCCTAHOBJICHHS CPEACTBA 3alllUThI
or IIMB, npenycmarpuBaroniasi BeAEHUE [BYX KONUK IPOrPaMMHOIO CpENICTB
3aIllUTHI, €70 MEPUOANYECKOE OOHOBIIEHHE U KOHTPOJb Pab0TOCTIOCOOHOCTH;

JOJIKHBI OBITH pean30BaHbl MEXaHU3Mbl MPOBEPKH LIETOCTHOCTU MAKETOB
oOHOBJeHUH cpencTBa 3amuThl oT [IMB ¢ ncnons3oBaHneM KOHTPOJIBHBIX CYMM;

') B IOJICUCTEME aHTUBUPYCHOW 3alUThI:

NOJKHA TMPOBOAUTHCS aBTOMaTHyeckas MpoBepka Ha Hainuuue Bllp wim
nocineacteuii [IMB npu umnopre B MCIIIH Bcex mnporpaMMHBIX MOJIyJEH
(MpUKIATHBIX MpOTrpaMM), KOTOpble MOTYT conaepxkarb Bllp, mo ux THMIOBBIM
m1abJI0HaM ¥ ¢ TIOMOIIIBIO IBPUCTUYECKOTO aHAJIN3a;

JOJKHBI OBITH pealM30BaHbl MEXaHU3Mbl ABTOMATUYECKOTO OJIOKHMPOBAHMUS
oOHapyxkeHHbIX BIlp myreMm wux ynameHus #3 NOPOrpaMMHBIX  MOJyJel
WJIN YHUUYTOXKCHHUS;

JOJIKHA BBIMOJHATBCS PETYJISIPHO (IIpU MEPBOM 3amycke cpeacTs 3amuThl [1/1H
ot [IMB u ¢ ycranaBimBaeMol NMEPUOJUYHOCTHIO) MIPOBEPKA HA MPEAMET HATUYUS
B HUX Bllp;

NOJKHA WHULMHUPOBATHCS aBToMathueckas nposepka MCII[IH Ha mpeamer
Haauuus Bllp npu BeisiBnenun ¢akra [IMB;

JIOJKEH OBITh peain30BaH MEXaHW3M OTKaTa JJis YCTaHaBIMBAEMOIO YHCIIA
onepaunii ynamenus Bllp w©3 onepaTMBHOM WM TOCTOSHHOM MAMSTH, W3
MPOTPAMMHBIX MOJYJEH W NPUKIAIHBIX IPOrpaMM WM IPOTPAMMHBIX CPEICTB,
coxepxamux Bllp.

4.2.3. Ins UCII/IH 2 kiacca mpu OJTHOTIOJIB30BATEIBCKOM PEXUME 00pabOTKH
IT/TH DOJKHBI MPOBOJUTHCS BCE MEPONPHSTHS, COOTBETCTBYIOIINE 3 KJIACCY, a TAKXKE
CIEAYIOIIKE MEPOIPUATHSA:

a) B MOJCUCTEME YIPABIEHUS JOCTYIIOM:

npu Hanuunn noakatoueHus UCII[H & ceTsiM oOIIero moyib30BaHus JTOJIKHO
IIPOBOJUTHCS MEXCETEBOE IKPAaHUPOBAHUE, TPH ITOM MO JOJIKEH BBIOJIHATH TE ke
dbyakmuu, yto u aua UCII[Ia 3 kmacca, a Takke obOecrnieumBaTh (HIBTPALMIO HA
TPAHCIIOPTHOM YpPOBHE 3aIllpOCOB HAa YCTAaHOBJIEHHWE BHUPTYAJIBHBIX COCIUHEHWU,
GunpTpalMi0 Ha TMPUKIAJAHOM YpPOBHE 3alpoCOB K MPHUKIAIHBIM CEpBUCAM,
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(GUIBTPALMIO ¢ YYETOM JaThl (BPEMEHH), BO3MOXKHOCTh ayTCHTU(MUKAIMN BXOISIIAX
Y UCXOJSIINX 3aIPOCOB METOJAAMHM, YCTOHYMBBIMU K ITACCUBHOMY U (WJIM) aKTHBHOMY
IIPOCIIYIIMBAHUIO CETH, PETHCTPAIMIO M Yy4YeT 3alpoCOB HA YCTAHOBIICHHE
BUPTYAJIbHBIX COEAMHEHUH, JTOKAJIbHYIO0 CUTHAIU3AIMIO MTOMBITOK HAPYIIECHUS NPABUII
¢unbTpanuy, OJOKMpPOBaHUE [OCTYNA HEUACHTU(PUUHUPOBAHHOTO CYObEKTa WU
cyOBbeKTa, MOMJIMHHOCTh UACHTU(PUKALMU KOTOPOro NpH  ayTeHTU(UKALUU
HE MOATBEPAWIACH, PETUCTPALMIO IEUCTBUSA aIMHUHHUCTPATOPA MEKCETEBOIO dKpaHA
10 U3MEHECHUIO MpaBWi (PUIbTpAIK, BO3MOXXHOCTh JUCTAHIIMOHHOTO YIPaBJICHUS
CBOMMHU KOMITOHEHTaMH, B TOM YHUCJIE€ BO3MOXKHOCTh KOH(MUTYpUpPOBaHUSI (PUIHTPOB,
MIPOBEPKHU B3aUMHOM COTJIACOBAHHOCTH BCEX (buIbTPOB, aHanu3a
perucTpamoHHoi nHdopMaum,

JOJDKHBI OBITh pPEaTu30BaHbl MEPONPHUSATUSI 0 Pa3rPaHUUYCHHUIO JOCTyMa K
cpeactBaM 3amuthl oT [IMB Te ke, uro u nns 3 knacca UCII/H;

0) B mojicucreMe 0OecreueHHsl IeTOCTHOCTHU JIOMOJIHUTENBHO 00ecrednBaeTCs
KOHTPOJb LIEJIOCTHOCTH NpPOrpaMMHOM u uHMOpMalMoHHOM dacth MO 1o
KOHTPOJIbHBIM CyMMaM;

B) B IOJCHCTEME AaHTUBHPYCHOH 3aIlMTHl JOJDKHBI IPOBOJUTHCS TE IKE
meponpuatusi, uto 1 B MCII[In 3 knacca, a Takxke npononHuresnbHo B HCII/IH
TOJIKEH MPOBOJUTHCS HeTpPEePbIBHBIN aBTOMATUYECKUU MOHUTOPHUHT
MH(GOPMAIIMOHHOTO 0OMEHA C BHEIIHEH CeThIO C 11eblo BhIsiBIeHUs Bllp.

4.2.4. lna UCIIH 1 xmacca pu OJJHOMIOJIB30BATEILCKOM PEXXUME 00pabOoTKH
I1/TH 10MKHBI IPOBOJAUTHCS BCE MEPONPUATHUS, COOTBETCTBYIOIINE 2 KIAcCy, a TaKkKe
CIEAYIOIINE MEPOTIPUSATHUSA:

a) B IOJICUCTEME YIIPABJIEHUS TOCTYIIOM:

npu Hanmuuu noakiatoueHus MCIIAH k ceTsMm oOuiero moiab30BaHus TOKHO
IPOBOJIUTHCS MEKCETEBOE SKPAHUPOBAHUE, ITPU 3TOM MO TOJKEH BBIIIOIHATh TE KE
byakuauu, yro w jana MWCII[a 2 kmacca, W JOMOJHUTEIBHO OO0eCleurnBaTh
BO3MOKHOCTh COKPBITHSI CYOBEKTOB (00BEKTOB) M (MJIM) HPUKIATHBIX (YHKIIHMA
sammimaemMoit UCIIJIH, curHaIM3anuio MOMBITOK HapyIICHUS MpaBWI (PHIbTpaIuy,
PErUCTpallMi0 M  YYEeT 3alpallliBaéMbIX CEPBHCOB MPHUKIAJHOIO  YPOBHS,
OpOrpaMMHUpPYEMYIO  peakiui Ha  coObitmst B MD,  uaeHTHdUKaUIO
U ayTeHTH(PUKAIMIO aaMUHUCTpaTopa MO mpu ero 3ampocax Ha JOCTyH IO
uaeHTUPUKATOPY (KOIY) M TApOJI0 BPEMEHHOTO JCHCTBUS, OJOKUPOBAHHE JOCTYyMa
HEUJCHTU(PUIIMPOBAHHOTO CYOBEKTa WU CYOBEKTa, MOMJTUHHOCTh HACHTH(PUKAIUH
KOTOPOTO TpHU ayTeHTU(UKAIMU HE TMOATBEPAUIIACh, METOJIaMH, YCTOMYHMBBIMH K
nepexBary HH(OpManuU, KOHTPOJIb 3a IEJIOCTHOCTHIO CBOEH MPOrPaMMHON W
WH(OPMAITMOHHON YaCTH MO KOHTPOJIBHBIM CyMMaM Kak B MPOIIECCE 3arpy3KH, TaK U
JUHAMHYECKH, OTIEPATUBHOE BOCCTAHOBIICHUE CBOMCTB SKPaHUPOBAHMS;

JIOJKEH OBITh pealn30BaH MEXaHW3M POJIEBOTO pPa3rpaHUUYEHUS JIOCTYIIa
KO BCEM MOJYJsM cpefcTB 3amuThl oT [IMB u mis BbmonmHeHus BceX (YyHKIHN
VIOPABICHUS CPEJACTBOM, TIO3BOJITIONINI OMpPEAeNATh TpaBa pOJEH CYOBEKTOB
Ha JIOCTYNl K MOXYyJIAM cpeacTBa 3amuTel oT [IMB u Ha BbImogHEeHHWE (QYHKITHMA
yOpaBJIEHUS 3THUM CPEICTBOM;

JOJKEH OBITh Peain30BaH MEXAHU3M KOHTPOJI HHPOPMALIMOHHBIX TOTOKOB KO
BCEM MOIYJSIM cpeAcTBa 3amuThl oT [IMB;
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HUMIIOPT U SKCHOPT 0OBEKTOB (COOOIEHUH, TaHHBIX, TPOTPaMM U T.I1.) JOJKEH
BBITIOJIHATBCA ~ CYOBEKTOM  JIOCTyla CO  CHEIHUAaJbHOM  POJBIO  «oleparopa
BBOJ1a/BBIBOIAY;,

JUIST  KaXJ0ro cyObekTa JOCTyma JOJDKEH OBbITh OMNpejesieH MepeyueHb
HCIIOTHSIEMBIX MOAYJIEH, KOTOPhIE OH MOXET aKTUBU3UPOBATh;

JOJDKHA MPOBOAUTHCA UACHTU(DUKAIIUS U ayTeHTU(PUKAIUS CYOBEKTOB T0CTYIa
pu BxoJie B cpeAcTBO 3amuTbl oT [IMB u mnepen BbIOJHEHWEM HMH JTIOOBIX
omepanuil (pacupenesieHHbIX MO TPYyIIaM OIepaluii) mo ynpaBieHUui0 ¢ YyHKIUSIMU
cpeactBa 3amuThl oT [IMB, ¢ ucnonbp3oBanuemM mnaposie (WM MUHBIX MEXaHU3MOB
ayTeHTU(UKAIUK) YCIOBHO-TIOCTOSTHHOTO JICMCTBUSA, MPU 3TOM JJI KaXJOW TPYIIIIbI
oreparuii J0JKeH ObITh MPEAYCMOTPEH UHAUBUIYAJIBHBIN MapOJib;

ayTeHTU(UKAUOHHAsT HHPOpMaIus CYOBEKTOB JOCTyMa JOHKHA OBITh
zammieHa or HCJI napymmurens;

JTOJDKHBI OBITH peaTn30BaHbl MEXaHU3MbI OJIOKUPOBAHUSI TEPMHUHANIA CYOBEKTa
JIOCTYTIa CaMUM CYOBEKTOM JOCTYIIA WU B ClIydae UCTCUCHUS 3aJJaHHOTO WHTEpBaja
BPEMEHH HEAaKTUBHOCTHU CYOBEKTa JOCTYIIA;

JOJDKHA TPOBOAUTHCA aBTOMAaTHYeCKash UACHTU(DUKAIUSI W ayTeHTH(UKAIUs
anmaparHoro o6ecneuenuss WCII[IH, HeoOxomumoro misi (QyHKIHMOHUPOBAHUS
cpenctia 3amuThl oT [IMB;

0) B OJICHCTEME PETUCTPAILINH U yUeTa:

JOJDKHA OCYIIECTBISITECS PErUCTpalius BblJauyu Te4aTHBIX (Tpadudeckux)
NOKYMEHTOB Ha «TBEpAYylO» KONWI. Bblgaya [TOKHA  CONPOBOXKIATHCS
aBTOMAaTHYECKON MapKUPOBKOM KaKI0Tr0 JIMCTA (CTPAHULBI) JOKYMEHTA MOPSIKOBBIM
HOMepoM M ydeTHbIMM pekBu3uTtamMu WCII[IH ¢ ykazaHuMeM Ha TOCIIEIHEM JIUCTE
JOKyMEHTa OOIIEero KOJWYEeCTBa JIMCTOB (cTpaHull). B mapamerpax perucrpanuu
yKa3bIBAIOTCS JlaTa W BpeMs BblIauu (0OpalleHus K MOJCUCTEME BBIBOJIA), KPATKOE
colepkaHHe JOKyMEHTa (HauMeHOBaHWE, BHUJA, KO, IMHUPP) U YpPOBEHb €ro
KOH(QUIECHIIMATBFHOCTH, CHEIU(PUKAINSI YCTPONUCTBA BBIJAYM - JIOTUYECKOE HMS
(HOMEp) BHEIIHEr0 YCTPOUCTBA;

JIOJKEH TIPOBOAMTHCS y4YeT BCEX 3alllMIIAEMBIX HOCUTENEeH HHPOpMalUH
C TIOMOILIbIO UX MAPKUPOBKU U C 3aHECEHUEM YUETHBIX JIAHHBIX B )KypHaJ (YUETHYIO
KapTOUKY);

JOJKHO ~ TPOBOJUTHCS ~ HECKOJBKO  BHAOB  ydeTra  (AyOJIHUPYIOIINX)
C perucTpalueit Beigayn (nmprueMa) Hocurenen nadopmanuu;

JOJKHA ~ OCYIIECTBISITBCA ~ O4YUCTKAa  (OOHyneHwue, 00€e31M4Y1BaHuUE)
OCBOOOXK/IaeMbIX O0JacTel OIepaTUBHONW TaMATA KOMIIBIOTEpA H  BHEIIHHUX
HakonuTeneil. O4uCcTKa OCYIIECTBISETCA JIBYKPAaTHOW IMPOU3BOJIBHON 3alUChIO0 B
OCBOOOXK/IaeMytl0 OOJacTh TMaMsITH, paHEe WCIONb30BAHHYIO JJIsi XpaHCHUS
3aIMIIAeMbIX JaHHBIX ((paiaoB);

JIOJKEH OBITh pealn30BaH MEXaHW3M POJIEBOTO pPa3rpaHUYEHUS JIOCTYIa
KO BCEM MOJYJsIM cpeicTBa 3amuThl oT [IMB u my1s BeimonmHeHUs Bcex (QyHKITUN
yOpaBJ€HUS CPEACTBOM, MO3BOJSIONIMI ONpeNensiTh MpaBa pojied CyOBbeKTOB
Ha JIOCTYI K MOAYJISIM CPEJICTBA U Ha BHINOJIHEHUE (DYHKIUN YIPAaBICHUS CPEICTBOM;

HUMIIOPT U 3KCHOPT 0OBEKTOB (COOOIIEHUH, TaHHBIX, TPOTPaMM U T.I1.) JOJHKEH
BBITIOJIHATBCA ~ CYOBEKTOM  JIOCTylla CO  CHEIUajJbHOM  pPOJBIO  «oleparopa
BBOJIa/BBIBOJAY;,
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JUIST  KaXaoro cyObekTa JoCTyna JOJDKEH OBbITh OIpejesieH MepeyeHb
WCTOJIHSIEMBIX MOJIYJIEN, KOTOPBIE OH MOKET aKTUBU3UPOBATh;

JOJKHA POBOAUTHCA UACHTU(DUKALUS U ayTeHTU(PUKAIUs CYOBEKTOB T0CTYIa
npu BxoJie B cpeAcTBO 3amuTbl oT [IMB u mnepen BbIOJIHEHUEM HMH JTIOOBIX
omepanuil (pacnupenesieHHbIX MO TpynnaM olepanuii) Mo ynpaBieHUIO (YHKIIUSIMU
cpeactBa 3amuThl oT [IMB, ¢ ucnonb3oBaHueM maposiel (WM MHBIX MEXaHU3MOB
ayTeHTU(UKALUA) YCIOBHO-TIOCTOSSHHOTO JICMCTBUS, COJEpIKAllUX HE MEHee
YCTaHABIMBAEMOI0 MUHHUMAJIBHOI'O YKCJIA CUMBOJIOB, TIPY 3TOM ISl KQXJOM TPYIIIbI
oneparuii J0JKeH ObITh MPEAYCMOTPEH UHAUBUIYAIbHBIN MapOJib;

ayTeHTU(UKAUOHHAsT uHpOpMaIus CyOBbEeKTOB JOCTymHa JIOJDKHA OBITh
samuuieHa ot HC/I napymurens;

JTOJDKHBI OBITH peaTn30BaHbl MEXaHU3MbI OJIOKUPOBAHUSI TEPMHUHANIA CYOBEKTa
JIOCTYTIa CaMUM CYOBEKTOM JOCTYIIA WJIU B Cllydae UCTCUCHUS 3aJJaHHOTO WHTEpBaja
BPEMEHH HEAKTUBHOCTHU CYOBEKTa JOCTYTIA;

JIOJDKHA TPOBOAUTHCS aBTOMAaTHYecKas WACHTU(DUKAIMSI U ayTeHTU(UKAIU
anmaparioro o6ecneuenuss WCII[IH, HeoOxomumoro misi (QyHKIHMOHUPOBAHUS
cpenctia 3amuThl oT [IMB;

B) B ITOJICUCTEME 00ECIIeUeHHUs IIEJIOCTHOCTH

JoJKHA — ocymlecTBisAThes  ¢u3uueckas oxpana MCIIn  (yctpoiicTB
U HocuTesJed WH(popMaIuu), MpeaycMaTpPUBAIOIIas MOCTOSHHOE HAJIUYUE OXPaHBI
TeppuTOopuu U 3aanus, rae pasmemaercss UCII/IH, ¢ ToMONIbI0 TEXHUUECKUX CPEJICTB
OXpaHbl W CHEUHUAIBHOIO TIEPCOHANA, HCIOIb30BAHUE CTPOrOro MPOMYCKHOIO
pexuMa, crieruanbHoe ooopynoBanue nomeniennii MCIT/IH;

JOJKHBI ~ WCIIOJIb30BAThCS  CEPTU(DUIIMPOBAHHBIE  CPEJICTBA  3AIUTHI
uH(OpMaInH;

NOJDKEH  TPOBOJIUTHCS ~ ABTOMATUYECKHMH  KOHTPOJIb  KOPPEKTHOCTHU
dbyHknronupoBanus anmapatHoro o6ecnedenus WCII[H, HeoOXomumoro mis
GbyHKIIMOHUPOBaHUS cpeacTBa 3amuThl oT [IMB;

JIOJKHBI OBITh Peain30BaHbl MEXAaHWU3Mbl ABTOMAaTHUYECKOTO BOCCTAHOBIICHUS
cpeactBa 3amuTthl oT [IMB mocne c6oeB, ¢ obecniedeHUEM MUHHUMM3AIUHA TIOTEPh
uHdopManuu npu coboe;

cpeacTtBo 3amuthl oT [IMB nmomkHa ObITh MHTErpHpoBaHa B oburyro C3I1/H,
P 3TOM JOJHKHO OBITh UCKITFOYEHO JyOIMPOBAHNE MEXaHW3MOB 3aIUTHI;

') B IOJICUCTEME aHTUBUPYCHOM 3aLUTHI:

JOJKEH MPOBOJMUTHCA HENPEPBIBHBIN COTJIACOBAHHBIN 10 €JUHOMY CLEHAPHUIO
ABTOMATHUYECKUN MOHHUTOPUHT HHPOpMaMoHHOTO obmeHa mo kanamam WCII/Ix
C LEJIbIO BbIABIICHHUS ITposiBiieHn [IMB;

JNOJKHA IIPOBOJMTBCS aBTOMATHMYeCKas IpoBepka Ha Hainuuue [IMB npu
nmrnopte B MCII/IH Bcex mporpaMMHBIX CpPEACTB, KOTOpble MOTryT conaepxath Bllp,
IyTEM MPOBEPOYHOU MX AKTUBU3ALMU B CHEUUAIBbHOW WU30JIMPOBAHHOMW BUPTYaJIbHOMU
cpene, monenupytoment cpeay MCIIIH, ¢ aHanmu3oM uX Kojla METOJaMH TPACCUPOBKH
Y OTJIAIKA HEMIOCPEICTBEHHO BO BPEMSI aKTUBHOT'O COCTOSIHUSA MPOTPAMMHBIX CPEJICTB,;

JOJKHBI  OBITh pEAM30BaHbl MPOTPAMMHBIC JIOBYIIKH, HWMHUTHUPYIOIINAE
ys3BuMbIe i peanm3anuu [IMB o6bexter UCIT[IH, npu 3TOM MecTa pa3MelieHus
JIOBYLIEK U WX IMPOSBICHUS NOJKHBI aBTOMAaTHUYECKH MEHSATHCS C TCYEHUEM BPEMEHHU.



22

425 lna UCIIHa 3 xjacca MNOpd  MHOTONOJB30BATEIBCKOM  PEXKUME
o0paboTtku II/IH 1 paBHBIX MpaBax JOCTYyNa K HUM Pa3HbIX MOJIb30BATENEH JOJIKHBI
MPOBOJUTHCS CIEITYIOIINE MEPOTIPUSITUSA:

a) B MOJICUCTEME YNPABICHUS JOCTYIIOM:

JOJDKHBI ~ OCYIIECTBIIATHCS HWJASHTU(UKAIMS UM MpoOBEpKa MOJIJIUHHOCTU
CyOBEKTOB JOCTYIa MPHU BXOJI€ B CHCTEMY MO HACHTU(PUKATOPY (KOAY) M MApOJIO
YCJIOBHO-TIOCTOSIHHOTO JICMCTBUS JJIMHOM HE MEHee IeCTH OYyKBEHHO-IIM(PPOBBIX
CUMBOIJIOB;

Opyd  OTCYTCTBUM  MOJKIIOYEHUS K  CETIM  OOIIero  IMoJIb30BaHUS
B pacnpenenennod WCIIJIlH nmomxHBl TpuUMEHAThCS MDD, obecreunBaronme
BbITIOJIHEHUE Tex ke (yHkiuid, uro MD s UCII[H, mOAKIIOUYEHHBIX K CETSAM
00111eT0 T0JIb30BaHUS U (PYHKIIMOHUPYIOIINX B OJTHOMOJIB30BATEIILCKOM PEKUME;

IPY HAJTUYUH TIOJAKITIOUCHUSI K ceTsiM o01iero nosias3oBanust B UCIIJIH qomKHBI
npuMeHaThcss MO, obecrieunBarolue BhIIOJHEHUE TeX ke QyHKIuH, uto u MO s
NCIIIH, NOAKIIOYEHHBIX K CETSIM OOIIEro MoJib30BaHUS U (PYHKIIMOHUPYIOIIUX B
OJIHOTIOJIb30BATENIbCKOM ~pEXMME, a TakkKe JIONOJHUTEIBHO O0eCreyrBaroIIne
BO3MOXXHOCTh COKPBITHS CYOBEKTOB (0OBEKTOB) M (WJIM) NPHUKIATHBIX (DYHKIHIA
3aIIMIIAEMON CETH, BO3MOKHOCTh TPAHCIISIHUU CETEBBIX AIPECOB, NTUCTAHIIMOHHYIO
CUTHAJIM3AIMIO TIOMBITOK HApPYIIEHUS MpaBUiI (QUIbTPALUM, PETUCTPAIUIO0 U YYET
3ampaliMBaeMbIX CEPBUCOB MPUKIIAIHOTO YPOBHS, MPOrPAMMUPYEMYIO PEAKIIMIO HA
coObITHS B MO, naeHTU(GUKAIIMIO U ayTeHTH(UKAIMIO aAMUHUCTpaTopa MO npu ero
3ampocax Ha JOCTYI MO UAESHTU(UKATOPY (KOIY) M MapoJl0 BPEMEHHOTO JIEWUCTBUS,
OJIOKUpOBaHUE JIOCTYNa HEUJECHTU(PUIUPOBAHHOTO CYObEKTa WM CyOBEKTa,
NOJTMHHOCTDh MACHTU(PUKAIIMK KOTOPOTO MPU ayTeHTU(UKAIIUU HE MOATBEPIUIACD,
METOJIaMH, YCTOWYMBBHIMU K TACCUBHOMY U AKTHUBHOMY IepexBaTy HHGOpMAINH,
KOHTPOJb IEJIOCTHOCTH CBOEH MpOrpaMMHONM © HMH(POPMALMOHHOM YaCTH TIO
KOHTPOJIBHBIM CYMMaM Kak B IIPOLIECCE 3arpy3KH, TaK U JUHAMUYECKH, ONEPATHBHOE
BOCCTAaHOBJICHUE CBOMCTB SKpaHUPOBAHUS,

JOJKHBI  OBITh TPOBEJEHBI MEPOIPHUATHS [0 Pa3rPaHUUYEHUIO JTOCTYIIa
K cpeactBam 3amuthl oT [IMB Takue xe, kak u g MCII[Ia 3 kiacca
C OJIHOTIOJIB30BATENBCKUM PEKHUMOM;

0) B MOJCUCTEME PETUCTPAIINH U YUeTa:

JIOJI’KHA OCYIIECTBIIATHCS PETUCTPAIMs BXOJa (BBIX0/1a) CyOBEKTOB JOCTyIA B
cucteMy (W3 CHCTeMBI) JMOO perucTpamusi 3arpy3kd H  WHUIUMAIH3ANUN
OMEPAMOHHON CHUCTEMBI U €€ MPOrPaMMHOI0 OCTaHOBAa. Peructpamusi BbIXoja u3
CUCTEMbl WJIM OCTAHOBAa HE NPOBOJIUTCS B MOMEHTHI AlMapaTypHOrO OTKIIOYEHUS
NCIIx. B mapameTpax peructpanui yKa3bIBalOTCS JaTa U BpeMs Bxoja (BbIXOJa)
cyOBEeKTa JOCTyINa B CHUCTEMY (M3 CHUCTEMBI) WM 3arpy3ku (OCTaHOBA) CUCTEMBI,
pe3yAbTaT MOMBITKA BXOJ1a (YCIIEIIHAS UM HEYCIICIIHAs );

JOJDKEH TMPOBOJUTHCS Y4YeT BCEX 3alllMIaeMbIX HOCUTENeH HHopMaluu
C TIOMOILIbI0 UX MAPKUPOBKU U C 3aHECEHUEM YUYETHBIX JTaHHBIX B KypHaJ (YUETHYIO
KapTOUKY);

JOJKHBI  OBITh TPOBEACHBI MEPONPUATHS MO PETUCTPAIMU U YUYETy
NPUMEHUTENBHO K cpeactBaM 3amutbl oT [IMB Ttakme xe, kak u gua UCIIIH
3 KJ1acca ¢ OHOIIOIB30BATEIILCKAM PEXXIMOM;
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B) B MIOJICUCTEME 00ECIEeUEHUS 1IEJIOCTHOCTH

JOJDKHA OBITh O0ecreueHa IEJIO0CTHOCTh MPOTPaMMHBIX CPEJCTB B COCTaBE
C3II[H, a Takke HEU3MEHHOCTb NPOrpaMMHOM cpenpl. [Ipm 3TOM LENOCTHOCTH
CPEACTB 3AlUTHl MPOBEPAETCA NPU 3arpy3Ke CHCTEMBI [0 HAJIUYUIO HMEH
(unentuduxatopoB) kommnoHeHToB (C3M, UEIOCTHOCTH, MNPOrpaMMHON  Cpeibl
obecneunBaercs orcyrctBuemM B UCII/IH cpeacTB pa3pabOTKU U OTJIAJAKU MPOTPaMM
BO BpeMsi 00pabOoTKH U (MJIM) XpaHEeHHS 3alluilaeMoi nH(OpMalnH;

JOJKHA ocylecTBisATbes  (usmyeckas oxpana WCII[An (yctpoiictB u
HocuTesel MH(popMaluu), IpeaycMaTpuBaroIias KOHTPOJIb JOCTYIa B MOMEIIEHUS
UCIIJH  0OCTOPOHHUX  JIMI, HAJIUYUME  HAAECXKHBIX  MPENSATCTBUUA s
HECAHKIIMOHUPOBAHHOTO MpoHUKHOBeHHUs B mnomemieHus MCII[n wu xpanumnuiie
HOcHUTeNel nHdopmalum, 0cCoOOEHHO B Hepabodee BpeMs;

JIOJDKHO TIPOBOJUTHCS TMEPUOJUYECKOE TECTUPOBaHME (DYHKIUM CpesCTB
3amuThl uHPopMamuu B cocrtaBe C3IIJIH mpu KM3MEHEHHH NPOTPAMMHOMN CpeJbl
u niepconasia UCII/IH ¢ momoIipbio TecT-porpamMm, uMutupyromux nonbitku HCJI;

JOJDKHBI OBITh B HAJIMYMH CPEJACTBA BOCCTAHOBIICHHS CPEJICTB 3alllUThI
undopmanmu B coctaBe C3IIJIH, mpeaycMmaTpuBaroIKe BEICHHE BYX KOMHUU
IPOTPaMMHBIX CPEJCTB 3allUThl, UX TEPUOJAUYECKOE OOHOBJICHHWE M KOHTPOJIb
PaboTOCIIOCOOHOCTH;

JIOJDKHBI  OBITh TIPOBEJEHBI MEPONPHUATUS 10 O0O0ECIEYCHUIO IIEJIOCTHOCTU
cpeactB  3amutel ot [IMB Takme xe, kak wu gna  HCIIn 3 knacca
C OJIHOTIOJIb30BATENBCKUM PEKHUMOM;

r) B TIOJCUCTEME AaHTUBUPYCHOM 3alllUTHl JOJKHBI OBITH MPOBEACHBI
MeponpusaTuss no 3amurte ot [IMB Ttakume ke, xak m mma MCII[Im 3 knacca
C OJIHOTIOJIB30BATENBCKUM PEKHUMOM.

4.2.6. Ina MUCII[IH 2 xmacca Tpd  MHOTOMOJB30BATEILCKOM  PEXKUME
ob6pabotku [I/IH 1 paBHBIX MpaBax JOCTyMa K HUM Pa3HBIX IMOJIH30BATEIICH HOJKHBI
IPOBOJIUTHCS BCE MEPONPHUSTHUS MO 3 KJIACCY MPHU MHOTOIOJIB30BATEIBCKOM PEKUME
ob6pabotku [1/]H, a Takke CIeayIOIIIe MEPOTIPUSITHS :

a) B IOJICUCTEME YIIPABJIEHUS I0CTYIIOM:

JIOJIKHA OCYIIECTBISATHCS UACHTU(DHUKAIIMS TEPMUHATIOB, TEXHUYECKUX CPE/ICTB
oopabotku I11n, y3moB MCII[H, kaHanoB cBs3u, BHemHux yctpoicts WCIIIH
10 UX JIOTHYECKUM ajipecaMm (Homepam);

JIOJKHA OCYIIECTBISATHCA HACHTHU(PUKAIUS TPOrpaMM, TOMOB, KaTaJOTOB,
daiinoB, 3amucei, MoJeH 3amuceil Mo nMeHaM;

0) B mojicucTeMe 00eCIIeYeHUs IeJIOCTHOCTH:

JOJDKHO TPOBOJIUTBCA pe3epBHOe KomupoBaHue IIJ[H Ha oTuyxmaemble
HOCHUTENN H(OpMAITUY;

JIOJKHBI OBITh TIPOBEJEHBI MEPOIPHUATUS IO OOECTICYCHHUIO IIEJIOCTHOCTH
cpeactB 3amuthl oT [IMB Ttakme xe, kak u jna MCII[Ia 2 kmacca ¢
OJTHOTIOJIB30BATEIBCKUM PEKUMOM;

B) B IMOJACUCTEME AHTHUBUPYCHOM 3alUTHl HAa BCEX TEXHUYECKUX CPEICTBAX
UCII[IH pomxkeH MpOBOAUTHCS HENPEPBHIBHBIN COTJJACOBAHHBIA M0 €AUHOMY
CUEHApHIO aBTOMATUUYECKUN MOHUTOpPUHT uHpopmanuoHHoro oomena B HCII/In
C LEJIbIO BBIABIICHUS NposiBieHui [IMB.
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42.7. 1na UCIIOa 1 xjmacca Mpud  MHOTONOJIB30BATEIBCKOM  PEXKUME
o0paboTtku II/IH 1 paBHBIX MpaBax JOCTYyNa K HUM Pa3HbIX MOJIb30BATENEH JOJIKHBI
MIPOBOJIUTHCSL BCE MEPONPUSITHUS MO 2 KJIAcCy MPU MHOTOMOJIB30BATEIbCKOM PEXKUME
oOpab6otku I1/IH, a Takxke cieayroue MeponpusTUs :

a) B IOJICUCTEME YIIPABIEHUS TOCTYIIOM JIOJHKHO OCYIIECTBISATHCS YIPABICHUE
MOTOKaMU WHGOpPMAlUM C TOMONIBI0O METOK KOH(GUICHIMAIBHOCTH, TMPU STOM
ypOBEHb KOH(MUJCHIIMAIPHOCTH HAKOMUTENEH JOJKEH OBITh HE HIKE YPOBHS
KOH(PUIEHIIMATBHOCTH 3alTUChIBAEMONM Ha HUX UH(POPMAIINH;

0) B moJICHCTEME PETUCTPALINH U yUeTa:

JOJIKHA OCYILECTBISATHCS PErucTpalus BblAAUM MEYaTHBIX (IpauuecKux)
JOKYMEHTOB Ha  «TBEpJylO» KOMUI. Bplgadya J0/DKHA — COMPOBOXKIATHCS
aBTOMATHYECKON MapKUPOBKOW KaXKJ0T0 JIUCTA (CTPaHUIIbI) JOKYMEHTA MOPSIKOBBIM
HOMepoM u ydeTHbiMH pekBuzuTamu MCII/IH ¢ ykazaHueM Ha TOCJIEIHEM JIUCTE
JIOKyMeHTa oOOIlero KoJu4YecTBa JUCTOB (cTpanwui]). B mapamerpax perucrpanuu
YKa3bIBAIOTCS JaTa M BpeMs Bblgauu (oOpaleHus K TOJICHCTEME BBIBOJA),
creru@UKanUs  yCTpPOHMCTBA BbIgAaYM (JOrMueckoe HUMs (HOMEp) BHEIIHEro
yCTPOWCTBA), KpaTKOe cojaep)kaHue (HauMEHOBaHHeE, BUA, IIM(p, KOI) U YPOBEHb
KOH(DUACHIIMATBHOCTH  JOKYMEHTa,  HACHTU(UKATOpP  CyOBEeKTa  JOCTYyIIa,
3alpPOCUBIIIETO JOKYMEHT;

JIOJDKHA OCYIIECTBIISATBCS pETHUcTpalius 3amycka (3aBeplleHus) MporpamMm U
IPOIIECCOB (3aaHuii, 3a7ad), MNPEIHA3HAYEHHBIX I OOpaOOTKH 3allUIIaeMBbIX
¢aiinoB. B mapamerpax perucTpanuy yKasbIBalOTCS JlaTa W BpeMs 3amycka, HUMs
(unentudukaTop) mnporpaMmsl (Ipolecca, 3ajlaHus), HACHTUPHUKATOp CyOBEKTa
JOCTYIa, 3alpOCHBUIETO IporpaMmy (mpouecc, 3aJaHue), pe3yJbTaT 3amycka
(ycrieurHslii, HeyCIEIIHbIA — HECAHKIIMOHUPOBAHHBIN );

JNOJKHA OCYIIECTBISITECA PETUCTpalUsl IMONBITOK JOCTyla IPOrpaMMHBIX
cpeacTB (mporpaMm, IPOIECCOB, 3ajad, 3aJaHui) K 3amumiaeMbiM ¢aitnam. B
napaMeTrpax perucTpaliy YyKa3blBalOTCS JaTra M BpeMs IMONBITKA JIOCTyHa K
3amumaeMomy ¢aiiny ¢ ykazaHueM ee pesylbrara (yCHellHas, HeyclellHas —
HECAaHKIIMOHUPOBAHHAs), HWICHTUPUKATOP CyOBEKTa JOCTyma, CrernuduKanys
3amminaemMoro (aiina;

NOJKHA OCYIIECTBISITECA PErUCTpalusi MONBITOK JOCTyNa MpPOrpaMMHBIX
CPEICTB K CIEIYIONIMM JOTIOJHUTEIBHBIM 3alUIIAeMbIM O0BEKTaM JOCTyMa:
TepMUHalaM, KommbioTepaM, y3nam cetu MCIIJln, nuxuaMm (kaHanam) CBS3H,
BHEIIHUM YyCTpoiicTBaM KoMIibioTepoB B coctaBe WCII/H, mporpammam, ToMawm,
Karamoram, (Qaiam, 3amucsaM, TMOJsAM 3amuceil. B mapamerpax peructpanuu
VKa3bIBAIOTCS JaTa W BpEeMs TMONBITKM JOCTylMa K 3allMIIaeMOMy OOBEKTY
C yKa3aHuUeM e€ pe3ylibTara (YCIEIIHasl, HEyCIelHas — HECAaHKIIMOHUPOBAaHHAas),
uaeHTuguKkarop cyObeKTa JI0CTyma, chenu(uKamms 3aluiaeMoro oObeKTa —
JIOTUYECKOE UM (HOMED);

JOJKEH OCYIIECTBISATHCS aBTOMAaTUYECKUU Y4ET CO37JaBa€MbIX 3allMIIAEMbIX
GaliIoB C TIOMOIIBI0O WX JOTOJHUTEILHOM MapKUPOBKH, WCIONB3yEeMOW B
MOACUCTEME YIpaBICHUS JOCTYNMOM. MapKUpOBKa JOJKHA OTpaXkaThb YPOBEHb
KOHGUICHITNAIBHOCTH 00BHEKTA;
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JOJIKHO TPOBOAUTHCS HECKOJBKO BUAOB yueTa (AyOIupyOIKX) 3allUIaeMbIX
HOcHTeJel nH(popMaIny;

JOJDKHA ~ OCYILECTBIISIThCA ~ OunMcTKa  (0OHysJeHue,  00€3TMYMBAHUE)
0CBOOOXK/1aeMbIX 00JacTeil OnepaTUBHOM MaMATH KOMIBIOTEPOB M BHEIIHUX
Hakonuteneil. OuKnCcTKa OCYHIECTBISIETCS JIBYKPATHOW MPOM3BOJBHOM 3aMUCHIO
B OCBOOOXZaeMyr 0O0JacTh MaMsTH, pPaHEe MHCIOIb30BAHHYIO [UJISi XpaHEHUS
3allMIIaeMbIX JaHHBIX ((ailioB);

B) B KpUNTOorpaduyeckoi noJicucreMe:

JOJKHO OcCyllecTBIAThes mudpoanue I1/[H, 3anmuchiBaéMbIX HA COBMECTHO
UCIIOJIb3yeMblE€ PAa3IMYHBIMU CYOBEKTaMU J0CTyna (pa3fensieMble) HOCHUTENN
JAHHBIX, B KaHaJlaX CBS3M, a TAaK)K€ Ha CHEMHBIE HOCUTENM AAHHBIX (AUCKETHI,
MHUKpPOKAaCCeThl W T.N.) JOJTOBPEMEHHON BHEIIHEW NaMsATH [Js XpaHEHUs 3a
npeseJaMyu CeaHcoB pabOThl CaHKIIMOHUPOBAHHBIX CYOBEKTOB goctyna. [lpu stom
JOJIKHBI ~ BBITIOJHATBCS aBTOMATUYECKOE OCBOOOXKIEHHWE M O4YMCTKa obsactel
BHEITHEHN NaMsTH, COJIepKaBIIMX paHee He3au(ppoBaHHYIO HH(OPMAIIHIO;

JOCTYIT CYOBEKTOB K omepanusM mudppoBaHUs W Kpuntorpadhuueckum
KJII0YaM JIOJDKEH JIOTMOJIHUTENBHO KOHTPOJIMPOBATHCA MOJCUCTEMOM YIpaBICHUS
JOCTYIIOM;

JIOJIKHBI UCTIONIB30BATHCA CEPTUDULIMPOBAHHBIE CPEJICTBA KPUIITOTpaduyecKoit
3aIUTHI.

I') B IOJICUCTEME 00eCreueHus 1IEeJI0CTHOCTH:

JOJDKEH OBITh TIPEAYCMOTPEH aIMUHUCTpATOP (Ciyk0a) 3amuThl UHGOPMaIIHH,
OTBETCTBEHHBIN 3a BelleHHE, HOpPMaJbHOE (DYHKIIMOHUPOBAHUE M KOHTPOJIb PaOOTHI
cpencts 3amuThl nHGopmanuu B coctare C3I1/IH;

JOJIKHBI UCTIONB30BATHCSA CEPTUGULIIUPOBAHHBIE CPEICTBA 3AIIUTHI.

428 Ina UCIIa 3 xjmacca TpH  MHOTOIOJIB30BATEIBCKOM PEXKUME
ob6pabotku I1JIH u pa3HBIX MpaBax JOCTyIa K HUM Pa3HBIX MOJB30BATEIICH JTOJKHBI
IIPOBOJIUTHCS CIEAYIOIIUE MEPOIPUATHUS:

a) B IOJICUCTEME YIIPABJIEHUS TOCTYIIOM:

JIOJIKHA ~ OCYIIECTBIISITRCS MASHTU(UKAIMSA W TPOBEpKa MOJIJIUHHOCTH
CyOBEKTOB JOCTyNa TpPH BXOJE€ B CHUCTEMY IO TMAapOJI0 YCIOBHO-IIOCTOSTHHOTO
JEUCTBUS JUIMHHOW HE MEHE MIeCTH OYKBEHHO-IIU(PPOBBIX CUMBOJIOB.

Opy  OTCYTCTBHHM TOJKIIOUEHHS K CeTsIM OOIero TMoJib30BaHUS B
pactpenenennor MCIT[IH n0MKHO TPOBOAUTHCS MEKCETEBOE 3KpPaHUPOBAHUE, MPU
stoM MD nomkeH BeIMONHATH Takue ke (Qynkmmu, kak u ¢ WCII[dn 2 kmacca
C MHOT'OTIOJIb30BATEILCKUM PEXXKMMOM U PaBHBIMHU IPaBaMu JOCTYIIA MOJb30BaTENEH;

IpY HATMYUU TTOAKITIOYEHUS K CETSAM OOIIETo MOJIb30BaHUS B PACTIPEICIICHHOM
NCIIIH 105KHO MPOBOAMTHCS MEKCETEBOE SKPAHUPOBAHUE, MPU 3TOM MEXKCETEBOU
9KpaH JOJKEH BBHITIONHATH Takwe ke ¢yHkinuu, kak u ¢ HCIIIm 1 xmacca
[IPU MHOT'OTOJIb30BaTEIBCKOM PEKUME U PAaBHBIX MPaBax J0CTYyIlaA MOJIb30BaTENECH;

0) B moJICUCTEME PErHCTpallU U y4eTa:

JOJKHA OCYIIECTBIISITRCA PErHCTpalus BXxoAa (BbIXoAa) CyOBEKTOB JOCTYyIa
B cucTteMy (M3 CHCTEMBbI) JMOO peructpauusi 3arpy3kd M WHULIHAIH3ALHU
OMEPAIIMOHHON CHUCTEMBI U €€ MPOrPaMMHOI0 OCTaHOBAa. Peructpaimusi BbIxoja U3
CUCTEMbl WJIM OCTAaHOBAa HE MPOBOJUTCS B MOMEHTHI alapaTypHOrO OTKIIOYEHUS
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NCII[Jn. B mapamerpax perucTpaluu yKa3blBalOTCs JaTa U BpeMs Bxoza (BbIXoAa)
cyObeKTa JOCTyNa B CUCTEMY (U3 CHCTEMbl) WIHM 3arpy3ku (OCTaHOBAa) CHUCTEMBI,
pe3yJIbTAT MOMBITKA BXoAa (yCIelIHas WiM HEeyCHellHas — HECAHKIMOHUPOBAHHAsA),
uaeHTupukarop (kox wiu ¢amMuiausi) CyObeKTa, NPEAbSBICHHBIM NPH MOMBITKE
JOCTYTIA;

JOJKEH TPOBOAUTHCS Yy4YeT BCEX 3alllMUIAEMbIX HoOcHUTeleld uHpopmanuu
C MOMOIIbI0 UX MAaPKHUPOBKU U C 3aHECEHUEM YUETHBIX JAHHBIX B KypHal (YUETHYIO
KapTOUKY);

JIOJIKEH MPOBOJUTHCS YUET 3allUIIaeMbIX HOCUTENEH B jKypHaye (KapTOTEKe)
C perucTpanuei ux Bbiiauu (mpuema).

B) B IOJIcKCTEME 0OecreueHus IeTOCTHOCTH:

J0JKHA ObITh oOecreyeHa UENOCTHOCTh MPOrPAMMHBIX CPEJICTB 3allUThl
uHpopmanuu B coctaBe C3I1/IH, a Takke HEM3MEHHOCTh IPOrpaMMHON cpenbl. [lpu
ATOM LEJOCTHOCTh CPEACTB 3allUThl IPOBEPSAETCA NPU 3arpy3Ke CHUCTEMBI IIO
KOHTPOJIBHBIM CyMMaM KOMIIOHEHTOB CPEJICTB 3alllMThl HH(POPMAIIUHU, & IIETOCTHOCTD
OPOrpaMMHON Cpelibl 00eCreYrBaeTCsl MCIOIb30BAHUEM TPAHCISATOPOB C SI3BIKOB
BBICOKOTO YpPOBHSI M OTCYTCTBUEM CPEICTB MOJU(DHUKAIIMKM OOBEKTHOTO Koja
IporpaMm B mpolecce o0paboTKH U (UITM) XpaHEHUs 3aluaeMoil HHpOopMaIni;

JoJKHA — ocymiecTBisAThes  ¢u3uueckas oxpana MCIIIn  (yctpoiicTB
U HOcuTese nHpopmalim), mpeaycMaTpuBaroias KOHTPOIb JOCTYIA B MOMEUICHUS
UCIIlH  0OCTOPOHHUX  JIMI, HAJIW4YUM€  HAACXKHBIX  MNPENATCTBUUA s
HECAaHKIIMOHUPOBAHHOrO MpOoHUKHOBeHUs B mnomemeHuss WCII[AH u XxpaHununie
HocuTenel nHpopmali, 0CoOOeHHO B Hepabouee BpeMs;

JOJIKHO TPOBOAMTHCS Tepuoandeckoe tectupoBanue ¢ynkuuit C3I1Jn npu
U3MEHEHNHU NporpaMMHoOi cpenbl U nepconana UCII/IH ¢ moMouipio TecT-nporpamm,
umuTupytomux nonbitku HC/I;

JIOJKHBI  ObITh B Hanuuuu  cpeactBa  BoccTtaHosienus — C3II1H,
IpeAyCMAaTPUBAIOIINE BEICHHUE [BYX KOMNUH NPOTrpaMMHBIX CPEACTB 3allUThI
uH(OpMaIINH, UX MEPUOTUIECKOE OOHOBJICHNE U KOHTPOJIb PaOOTOCIIOCOOHOCTH;

') B IOJICUCTEME aHTUBUPYCHOW 3aIUTHI:

NOJDKHA TPOBOAUTHCS aBTOMaTHyecKass MpoBepka Ha Haimumuue Bllp wim
nociuencrsuii [IMB npu wumnopre B HCIIJIH Bcex mnporpaMMHBIX MOAYJIEH
(OpuKIaAHBIX MpOrpamMM), KOTOpble MOryT cojepxkaTh Bllp, mo ux THUNOBBIM
11abJ0HaM U C TIOMOIIBIO ABPUCTUYECKOTO aHAJIN3A;

JIOJKHBI OBITH peaIM30BaHbl MEXAaHW3Mbl ABTOMATHYECKOTO OJIIOKUPOBAHUS
oOHapyxkeHHbIX Bllp nyrem wux ypmaneHus u3 TPOrPaMMHBIX MOJIYJEH WU
YHUUTOKECHUS,

JNOJKHA PETYJISPHO BBIIOIHATBCA IPOBEpKa Ha npeaMer Hamunuus Bllp
B cpeactBax 3amutbl oT [IMB (mpu nepBom 3amycke cpenctsa 3amutsl oT [IMB u
C YCTaHaBIMBAEMOU NEPUOIUYHOCTHIO);

¢akt BoisiBeHust [IMB nomkeH HHUIIMMPOBATH aBTOMATUYECKYIO MPOBEPKY Ha
npeamet Hannuus Bllp;

JOJDKEH OBITh pPEeaju30BaH MEXAaHW3M OTKaTa JUisl YCTaHAaBIMBAEMOIrO 4HUCIa
onepaunii ynameHnuss Bllp w©3 onepaTMBHOM WM TOCTOSHHOM MaMSTH, W3
MPOTPAMMHBIX MOJYJEH W MPUKIATHBIX MPOrPAMM WIIM OPOTPAMMHBIX CPEICTB,
conepxkamux Bllp.



27

429 Ina UCIIx 2 xjacca TMpU  MHOIONOJIL30BATEIBCKOM  PEXKUME
oOpabotku [1J[H 1 pa3HbIX mpaBax JAOCTyIa K HUM Pa3HBIX MOJIH30BATENICH JTOJIKHBI
MIPOBOJIUTHCSL BCE MEPONPUSITHS 1O 3 KJIaccy MPU MHOTOMOJIBb30BATEIbCKOM PEKUME
oOpabotku IIJ[H W pa3HBIX MNpaBax MJOCTyNma K HHUM, a TakKXe CIEAYIOIInue
MEPOIPUSITHUS:

a) B IOJICUCTEME YIIPABJICHUS IOCTYIIOM:

JOJDKHA OCYIIECTBISATHCS MACHTU(DUKALIMS TEPMUHATIOB, KOMIIBIOTEPOB, Y3JIOB
cetu MCII/IlH, kaHAnOB CBA3U, BHEIIHUX YCTPOWCTB KOMIIBIOTEPOB IO JIOTHUYECKUM
MMEHaM;

JOJDKHA OCYHIECTBIISATHCS UACHTU(DUKALMSA TMPOrpaMM, TOMOB, KaTajoroB,
daiinos, 3anucel, mosiei 3amnuceil Mo UMeHaM;

JIOJDKEH OCYIIECTBISATHCS KOHTPOJIb JOCTyNa CYOBEKTOB K 3allUIaeMbIM
pecypcaMm B COOTBETCTBHU C MaTPULEH JI0CTYIIA;

0) B OJICICTEME PETUCTPAILIMH U yUeTa:

JIOJDKHA OCYIIECTBIISITHCS perucTpaius Bxojaa (BbIXo/1a) CyObEKTOB JIOCTYyMa B
cucteMy (W3 cucTeMbl) JMOO perucTpanusi 3arpy3ku W HWHUIHAIA3ALAH
OTICPAIIMOHHON CHUCTEMBI UM €€ MPOrPaMMHOI0 OCTaHOBAa. Peructparusi BbIXOJa 3
CHUCTEMBbl WJIM OCTAaHOBAa HE MPOBOJUTCS B MOMEHTHI aIlllapaTypHOTO OTKITIOYCHUS
NCIIu. B mapameTrpax peructpaiuu yKa3bIBalOTCS JaTa U BpeMs Bxojia (BbIXO/a)
cyOBeKTa J0CTyna B CUCTEMY (U3 CHCTEMbI) WIHM 3arpy3ku (OCTaHOBAa) CHUCTEMBI,
pe3yibTaT MOMBITKK BXojAa (yCHelrHas Wih HeycrelrHas — HeCaHKIIMOHUPOBaHHas ),
uaeHtTugukarop (xkox wid ¢paMuians) cyObeKTa, MPEIbSBICHHBIA IMPU TOIMBITKE
NOCTYTIA, KOJ WX MapO0Jib, IPEAbIBICHHBIN IPU HEYCIEIIHOW MOTBITKE;

JIOJIKHA OCYILECTBISATHCS PEruCTpalvs BbIAAYM TMEYaTHBIX (IpaduuecKux)
JOKYMEHTOB Ha «TBEPIyIO» KOMHUI0. B mapameTpax perucrpaluuu ykasbiBaroTcs (nata
U BpeMs BbIauu (0OpalleHus K MOACUCTEME BBIBOJIA), CHEIU(pUKALNS YCTPOHCTBA
BbIAYM - JIOTUYECKOE MMs (HOMEp) BHEIIHErO YCTPOMCTBA, KPATKOE COJEpHKaHUE
(HanMmeHoBaHMe, BUA, MU]p, KOA) U YpPOBEHb KOH(MUICHIMATHLHOCTH JTOKYMEHTA,
uaeHTU(DHUKATOP CyOBEeKTa JOCTYIIA, 3alIPOCUBIIIETO IOKYMEHT;

JOJKHA OCYHIECTBIIATBCS PETUCTpalus 3alycka (3aBeplICHHUs) Mporpamm
U TIpoleccoB (3aaHuil, 3amad), MpeAHA3HAYCHHBIX I OOpaOOTKH 3allUIIAeMBIX
¢aiinoB. B mapamerpax perucTpanuy yKasbIBalOTCS JlaTa W BpeMs 3alycka, HMs
(unentudukaTop) mporpaMmsl (Tpoliecca, 3aJaHus), HICHTUOUKATOP CYOBEKTa
JOCTYIa, 3alpOCHUBIIETO mporpammy (Mpouecc, 3aJaHue), Pe3yabTaT 3alycka
(ycrenHbli, HeYCIIEeIIHbIA — HECAHKIIMOHUPOBAHHBIN),

JOJKHA OCYIIECTBISITECA PErucTpanusi MONBITOK JOCTyNa MpPOrpaMMHBIX
cpeacTB (mporpaMm, IPOIECCOB, 3ajad, 3aJaHui) K 3amuiaeMbiM ¢aitmam. B
napaMeTpax pEerucTpaly YKa3blBAlOTCS Jara MU BpeMs IMOMNBITKH JOCTyla K
3amunaeMomy Gaiiay ¢ ykazaHHeM ee pesynbrara (yCHenrHas, HEyClemHas —
HECAaHKIIMOHWPOBaHHAs), HWJASHTU(DUKATOP CyOBEeKTa JocTyma, crenuduxanus
3amumaeMoro Gaiina;

JOJDKHA OCYIIECTBIISITECA PErucTpanus MOMBITOK JOCTYyNMa MPOrpPaMMHBIX
CPEACTB K CIEAYIOIIUM JIOMOJHUTENIbHBIM 3alMIIaeMbIM OOBEKTaM JOCTYyNa:
TepMUHAJIaM, KommbloTepam, y3naM cetu WCII[AH, nuHusM (KaHajmaM) CBS3H,
BHEIIIHUM YCTpPOMCTBaM KOMIIBIOTEPOB, MporpaMMmam, TOMam, Karajoram, Qaimiam,
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3amMcsM, NoJIAM 3anuceid. B mapameTpax perucrpanuu yKasblBarOTCS J1aTa U BpeMs
MOMBITKY JOCTYMA K 3allIUIIaEMOMY O0BEKTY C yKa3aHHUEM €€ pe3yibTaTa (yCcrnemHas,
HEyCIelHAss — HECAaHKIMOHUPOBaHHasl), UACHTUPUKATOP CYOBEKTa OCTYIIA,
crienu@uKaIys 3aluIinaeMoro 00beKTa - Joruueckoe ums (Homep);

JOJDKEH TPOBOJUTHCS Yy4YeT BCEX 3alllMIaeMbIX HOcUTened uH(opMaiuu
C TIOMOIIIbI0 X MAPKUPOBKU U C 3aHECEHUEM YUETHBIX JIAaHHBIX B JKypHaJ (YUETHYIO
KapTOUKY);

JOJDKHA ~ OCYILECTBIISIThCA ~ OuncTKa  (0OHysJeHue,  00€3IMYMBAHUE)
O0CBOOOXK/IaeMbIX O0JacTeil onepaTUBHOM MaMATH KOMIBIOTEPOB M BHEIIHUX
HakonuTenaell. OYuCcTKa OCYIIECTBISETCS OJHOKPATHOM MPOU3BOIBHOM 3aluChi0 B
OCBOOOXK/1aeMyl0 OOJacTh TMaMsITH, paHEe WCIOJb30BAHHYIO JJisi XpaHEHUs
3alMIIAeMbIX JaHHBIX ((paiIoB);

B) B MOJCUCTEME OOEClEYeHUs] IEeJIOCTHOCTH JOJKHBI  IPOBOJUTHCS
meponpusiTusi Takue ke, kak u B UCIIJIH 2 kmacca ¢ MHOTOINOJIb30BATEILCKUM
pexumMoM 00padotku [1/]H 1 paBHBIMU NpaBamMu JOCTYTIA.

I') B IMOJICUCTEME aHTUBUPYCHOM 3alIUTHI JOJIKHBI TIPOBOJIUTHCS MEPOTIPHUSTHUS
takue ke, kak u B MCIIJIH 2 xjmacca ¢ MHOrOIOJb30BATEIBCKUM PEXHUMOM
ob6pabotku [1JIH 1 paBHBIMHU TIpaBaMHU JIOCTYTIA.

4.2.10. lns UCIIJIa 1 xmacca mnpud MHOTONOJIB30BATEIBLCKOM PEXKUME
obpabotku II/lH u pa3HBIX MpaBax JOCTyna K HHUM pa3HBIX I[OJb30BaTECH
JTOKHBI ~ TPOBOAUTBCS  BCE  MEPONpHUATUS 1O 2 Kiaccy npu
MHOT'0TI0JIb30BaTEIBCKOM pexkume o0paboTku [IJIH M pa3HBIX mpaBax AoOCTyma, a
TaKXe CIeAyIoLMe MEPONPUATHS:

a) B MOICCTEME YIIPaBJICHUS JOCTYIIOM:

JIOJI’KHA OCYIIECTBIATHCS MACHTU(PUKALUS TEPMUHAJIOB, KOMITBIOTEPOB, Y3JI0B
cetu UCII/IH, kaHAJIOB CBSA3HM, BHEIIHUX YCTPOMCTB KOMIBIOTEPOB MO JOTHYECKUM
UMEHaM M (WIHN) aapecam;

JIOJIKHO OCYIIECTBIISTHCS YIpaBIEHUE MOTOKaMU WH(OpPMAIUU C MOMOIIBIO
METOK  KoH(pumeHumanbHocTu. [lpm 3TOM  ypoBeHb  KOHPHUACHIIMATHHOCTU
HAKOMUTENEH NOKEeH ObITh HE HUKE YPOBHS KOHPUACHIIMAIBHOCTU 3alUChIBAEMOM
Ha Hero uHGOpPMaIUH;

0) B mojicuCTeMe PEruCTpalliy U y4yeTa:

JIOJKEH TIPOBOAMTHCS YyUYeT BCEX 3alllMIIAEMBIX HOCHTENEeH HHPpOpMaIUH
C TIOMOIILIbIO UX MAPKUPOBKU U C 3aHECEHUEM YUYETHBIX JIaHHBIX B KypHaJ (YUETHYIO
KapTOUKY);

JOJKHA OCYILIECTBIISITECS PETUCTpalvs U3MEHEHUI MOJHOMOYHMI CyOBEKTOB
J0CTyna ¥ CTaTyca OOBEKTOB J0CTymna. B mapamerpax peructpanuu yKa3bIBarOTCS
JaTa W BpeMs W3MEHEHUS TIOJHOMOYHWH, WIEHTU(UKATOP CYOBEKTa OCTYyIa
(aaMuHHCTpaTOpPA), OCYIIECTBUBIIETO U3MEHEHHUS;

JIOJKEH OCYIIECTBISATHCS aBTOMATUYECKUN YYeT CO37aBaeMbIX 3aIUIAEMbIX
daiiloB ¢ MOMOMIBIO WX  JIOMOJHUTEIHHOM  MApKUPOBKH, HCIOIB3YEeMOM
B MOJACUCTEME yIpaBJ€HUs TOCTynoM. MapKupoBKa [OJKHA OTpa)kaThb YpPOBEHb
KOH(HICHIINATEHOCTH 00BEKTA;

JOJDKEH TMPOBOJUTHCS Yy4YeT BCEX 3alllMIaeMbIX HOcUTeNIed HH(opMaluu
C MOMOIIBIO UX MapKUPOBKU U 3aHECEHHWEM YYETHBIX JAAHHBIX B KypHall (YUETHYIO
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KApTOUKY), y4YeT 3allMIIA€MbIX HOCHUTENEH [OJKEH MPOBOAUTHCS B IKypHase
(kapTOoTeKe) ¢ perucTpamnueil ux BpIauM (Ipuema);

JOJIKHO TPOBOAUTHCS HECKOJBKO BUAOB yueTa (AyOIupyIOMKX) 3alUIIaeMbIX
HOcHTeNel nH(popMaIy;

JOJDKHA ~ OCYIIECTBIISITRCA ~ OunMcTKa  (0OHysJeHue,  00€3IMYMBAHUE)
O0CBOOOXKIaeMbIX O0siacTeil omepaTuBHON mamsTd DBM u BHEIIHMX HAKOMUTEIECH.
OuncTka OCYIIECTBIISIETCS JABYKPAaTHOM MPOU3BOJBHOM 3alUChi0 B  JIIOOYIO
0CBOOOX/1aeMyt0 00JIaCTh MaMsTH, MCIOJIB30BaHHYIO I XPAaHEHMs 3alllUIIaeMOoil
uH(popMaImy;

JOJI’KHA OCYIIECTBIISTHCS CUTHAM3ALMS MOMBITOK HAPYIIEHUS 3aILUTHI;

B) B MOJICUCTEME O0EeCIeYeHMs LEIO0CTHOCTH JAOKHBI MPOBOAUTHCS TaKHUE K€
meporpusitusi, kak 1 B MCII[IH 2 kjmacca ¢ MHOrOMoJb30BAaTEIbCKUM PEKUMOM
Y paBHBIMU IpaBaMu JOCTYyIa MOJIb30BaTENC, a TaKxKe:

JOJIKEH OBITh IPEYCMOTPEH aIMUHUCTPATOP (Ccyk0a) 3a1uThl UHPOPMAIIHIH,
OTBETCTBEHHBIN 3a BeJleHHE, HOpMaJbHOE (DYHKIIMOHUPOBAHUE U KOHTPOJIb PabOTHI
cpencts 3amuThl nHGopmanuu B coctaBe C3I1/IH;

JIOJIKHBI UCTIONB30BATHCS CEPTUDUIIMPOBAHHBIE CPECTBA 3AIUTHI.

4.3. lns  mporpaMMHOro OOECHEUYECHHS, HCIOIL3YeMOro TPy  3alluTe
unpopmaruun B UCII[AH (cpeactB 3ammutsel uHpopmanuun — C3U, B ToM uyucie
M BCTPOCHHBIX B 00IIIECUCTEMHOE U MPUKIaAHOE porpaMMHoe obecrieuenue — [10),
JOJIKEH OBITh 00EeCleYeH COOTBETCTBYIOUIUMN YpPOBEHb KOHTPOJS OTCYTCTBUS
B HeM H/IB.

4.4, AHani3 3alIUMIIEHHOCTH JOJDKEH IPOBOJAUTHCS IYTEM MCIOIb30BAHUS
B coctaBe VMCII/IH mporpaMMHBIX WU MPOTPaMMHO-AMNMNapaTHBIX CPEJICTB (CUCTEM)
ananu3a 3antuiieHaocta (CA3).

Hna WUCIIIa CA3 pgomkHa OBITH oOecredeHa BO3MOXKHOCTH BBISIBICHHS
ySI3BUMOCTEH, CBsi3aHHBIX ¢ omuOkamu B KoHpurypauuu 10 HCII[IH, xotopsie
MOTYT OBITh UCTIOJIb30BaHbl HAPYIIUTEIEM IS pealn3allii aTaku Ha CUCTEMY.

OOHapyXeHUEe BTOPXKEHUU OJDKHO OOECIeYMBATHCSA IYTEM HCIOJIb30BAHUS
B coctaBe VMCII/IH mporpaMMHBIX WM NPOrPaMMHO-ANNapaTHBIX CPEACTB (CUCTEM)
oOHapysxenus sropxxenuit (COB).

45.B UCII[a 1 m 2 K1accoB MOJDKHBI OBITH peai30BaHbl MEPOIPHATHS
no 3amure [IJ[H OT yTeuku 3a cueT MOOOYHBIX AIEKTPOMATHUTHBIX H3TyUYCHUN
Y HaBOJIOK.

4.5.1. Jlna uckmrodyenus yreuku [1Ia 3a cuer [IDMUH B UCII[H 1 kimacca
pEANM3YIOTCS CIEAYIOLIUE MEPOIIPUATHSA:

UCTOJIb30BaHUE CEPTU(ULNPOBAHHBIX CEPUIHHO BBITYCKAEMBIX B 3alIUILIEHHOM
VICITIOJIHEHUH TEXHUYECKUX CPEJICTB;

UCTIOJIb30BaHUE CEPTUPHUIIMPOBAHHBIX CPEACTB 3aIIUTHI HH()OPMALINH;

pa3MelleHre OOBEKTOB 3allMThl Ha MAaKCHMajJbHO BO3MOXHOM PAacCTOSHUU
OTHOCUTENBHO rpanuisl K3;

pa3MelleHne MOHMKAIOIINX TpaHC(HOPMATOPHBIX NOACTaHIUM
ANIEKTPONUTAHUS U KOHTYPOB 3a3eMJIEHUsI 0OBEKTOB 3allMThI B IIpeaenax K3;

oOecrieueHue pa3BsI3KH LENeil 3IEKTPONUTAaHUSI 0OBEKTOB 3aLIUTHI C IOMOLIBIO
3alUTHBIX (PUIIBTPOB, OJOKUPYIOUIUX (MOIABISIOMIKX) HH(OOPMATUBHBIN CUTHAT;
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oOecreyeHue 31eKTPOMAarHUTHON Pa3BA3KU MEXAY JUHUSAMU CBSI3U U APYTUMH
LEMSIMU  BCIIOMOTATENIbHBIX TEXHUYECKUX CPEIACTB M CHUCTEM, BBIXOJSAIIMMHU 32
npenensl K3, W HHPOpMAaLMOHHBIMM LEMSIMH, MO KOTOPHIM LHUPKYJIUPYET
3amuinaemMas uHpopmarusi.

45.2.B UCIIIn 2 xmacca mna oOpaboTku uHGOpPMAIMA PEKOMEHYEeTCS
UCIIONb30BaTh  CPEACTBA  BBIYMCIMTENBHOM  TEXHHUKH,  yIOBIETBOPSIOLIUE
TpeOoBaHusAM craHgaptoB Poccuiickoii ®@enepanuu 10O  AIEKTPOMArHUTHOM
COBMECTUMOCTH, MO O€30MaCHOCTH M 3PrOHOMUYECKUM TPEOOBAHUSIM K CpPEICTBaM
oToOpaxkeHuss UHGOpPMANUMU, IO CAHUTAPHBIM HOpPMaM, MPEAbSIBISIEMBIM K
BUJICOUCIUICHHBIM — TepmuHaiaM  [IDBM  (mampumep, T['OCT  29216-91,
['OCT P 50948-96, TOCT P 50949-96, 'OCT P 50923-96, CanlluH 2.2.2.542-96).

4.6. Eciu B UCII[In npexycMoTpensl (pyHKuuu rojocoBoro BBoaa II/In B
NCTIIn nu6o BocnpousBenenue nudopmanuu akycruueckumu cpeacrtsamu UCIIH,
to st UCII[An 1 xmacca HOJKHBI OBITH peann30BaHbl MEPOINPUSATHS MO 3allUTe
aKyCTHYECKOM (peueBoil) nuHpopManuu.

Mepomnpusituss 1O 3alUTe  aKyCTHYECKOM  (pedeBoil)  HHpOpMaluu
3aKJIIOYAIOTCS B 00ECHEUYEHUHM 3BYKOM3OJSIIMHM  OTPAXKAAIOMIMX KOHCTPYKIIMMA
noMeinieHuid, B KoTopeix pacnosniokeHa WCII[IH, ux cucCTeM BEHTWISIMU U
KOHJIMLIMOHUPOBAaHMS, HE TMO3BOJISIIOLIEH BECTH IMPOCIYLIMBAHUE aKyCTHUYECKOMN
(peueBoif) wuHbopManuu mnpu TojocoBoM BBojme I[I[lm B  MCII[H mmbo
BOCHPOU3BEACHUH HHPOopMaluu akyctuueckumu cpencrsamu MCIIIH.

4.7. Ins UWCKIIOYEHHS TPOCMOTpPa TEKCTOBOM U TpauyecKod BHJIOBOMU
uHbOpMaIIMK, OTOOpa)kaeMOM YCTpPOWCTBaMHM BBIBOJA HH(OpPMAIUU CPEJCTB
BBIUUCITUTEILHON  TEXHUKH, HWH(DOPMAIMOHHO-BHIYUCIUTEIBHBIX  KOMILIEKCOB,
TEXHUYECKUX CpeACTBa 00pabOTKU Tpaduueckoil, BUJI€O- U OyKBEHHO-IIU(DpOBOMH
uHpopmanmu, Bxoasmux B coctaB HWCII[dH, pexkoMmenmyeTcss o000pynoBaTh
OMENIEHUs, B KOTOPBIX OHU YCTAHOBJICHBI, IITOPAMU (3KAIIIO3H).



